	Cisco Site
	 

	IP sec tunnel endpoint:

LAN Subnet:
	1.1.1.1.1

192.168.100.0/24

	Juniper Site
	 

	IP sec tunnel endpoint:

LAN Subnet:
	2.2.2.2 

192.168.200.0/24

	Phase 1 - IKE Policy Definition (ISAKMP)
	 

	IKE Mode

Message Encryption Algorithm:

Message Integrity (Hash) Algorith:

Peer authentigateon method:

Peer authentication key: 

Key exchange DH group identifier:

ISAKMP policy Lifetime (sec):
	Main

3des-cbc

ah-sha-hmac

pre-shared

<Testkey>

2 (1024 bits)

28800 (8 hour(s))

	Phase 2 - IKE Policy Definition (IPSEC)
	 

	IPSec Mode:

IPSec SA Lifetime (sec):

Perfect Forward Secrecy (PFS) 

IKE Mode

Mechanism for Payload Authentication(ESP):

Mechanism for Payload Encryption (ESP):

Encryption

IPSEC Packet Fragmentation
	Tunnel

3600 (1 hour(s))

2 (1024 bits))

quick

esp-sha-hmac

esp-3des-cbc

none

Pre-Fragmentation


Juniper Configuration

interfaces {

    fe-0/0/0 {

        speed 10m;

        link-mode half-duplex;

        unit 0 {

            family inet {

                address 1.1.1.1/24;

            }

        }

    }

    fe-0/0/1 {

        speed 100m;

        unit 0 {

            family inet {

                address 192.168.100.1/24;

            }

        }

    }

    sp-0/0/0 {

        traceoptions {

            flag all;

        }

        services-options {

            syslog {

                host local {

                    services info;

                }

            }

        }

        unit 0 {

            family inet;

        }

        unit 1 {

            family inet;

            service-domain inside;

        }

        unit 2 {

            family inet;

            service-domain outside;

        }

    }

    lo0 {

        unit 0 {

            family inet {

                address 127.0.0.1/32;

            }

        }

    }

}

snmp {

    community public;

}

routing-options {

        route 2.2.2.2/32 next-hop 1.1.1.254;

        route 192.168.200.0/24 next-hop sp-0/0/0.1;

    }

}

services {

    service-set ipsec-service {

        next-hop-service {

            inside-service-interface sp-0/0/0.1;

            outside-service-interface sp-0/0/0.2;

        }

        ipsec-vpn-options {

            local-gateway 1.1.1.1;

        }

        ipsec-vpn-rules ike-rule;

    }

    ipsec-vpn {

        rule ike-rule {

            term term-ike {

                from {

                    source-address {

                        192.168.100.0/24;

                    }

                    destination-address {

                        192.168.200.0/24;

                    }

                }

                then {

                    remote-gateway 2.2.2.2;

                    dynamic {

                        ike-policy ike-preshare;

                        ipsec-policy phase2;

                    }

                }

            }

            match-direction input;

        }

        ipsec {

            proposal ph2-3des-sha-esp {

                protocol esp;

                authentication-algorithm hmac-sha1-96;

                encryption-algorithm 3des-cbc;

            }

            policy phase2 {

                perfect-forward-secrecy {

                    keys group2;

                }

                proposals ph2-3des-sha-esp;

            }

        }

        ike {

            proposal ike-3des-sha-dh2 {

                dh-group group2;

                authentication-algorithm sha1;

                encryption-algorithm 3des-cbc;

            }

            policy ike-preshare {

                proposals ike-3des-sha-dh2;

                pre-shared-key ascii-text <testkey>;

            }

        }

        establish-tunnels immediately;

    }

}

Cisco Configuration

!

crypto isakmp enable

!

crypto isakmp policy 10

 encr 3des

 hash sha

 authentication pre-share

 group 2

 lifetime 28800

!

crypto isakmp identity address

crypto isakmp key testkey  address 1.1.1.1
!

interface Ethernet0

 description Connection Private Network

 ip address 192.168.200.1 255.255.255.0

!

interface Ethernet1

  description Connection Public Network

  ip address 2.2.2.2 255.255.255.250

  crypto map VPN

!  

crypto ipsec transform-set espSHA3DES esp-3des esp-sha-hmac

!

!

access-list 105 permit ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

! 

crypto map VPN 5 ipsec-isakmp 

 set peer 1.1.1.1

 set security-association lifetime seconds 3600

 set pfs group2

 set transform-set espSHA3DES 

 match address 105

!

!

ip route 0.0.0.0 0.0.0.0 2.2.2.254

!

