Install an SSL Cert on an ASA Firewall
1. Go to Configuration > Properties > Certificate > Key Pair  Click Add Pick RSA defaults below and Generate Now.
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2. Go to Configuration > Properties > Certificate > Trustpoint > Configuration  Click Add. Give it a Trustpoint name at the top. Then click Certificate parameters at the bottom of the page. Under “FQDN” Specify FQDN. Note this needs to be the exact host name that you want the customer to browse to login SSL client. Example SSL.domainname.com. This also needs to be the “A” record that is setup to get the SSL cert.
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3. Click on Subject DN “Edit” and fill in all the fields. Note the Common name needs to be the same “A” record  example ssl.domainname.com. The rest of the fields just need to be filled in and click OK.
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Click Apply to create the TrustPoint. You might see the below errors just click  “Yes” to Continue
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This error is because the Hostname of the ASA is different than that of the FQDN or the “A” record ssl.domainname.com

4. After the Trustpoint is created go to Configuration > Properties > Certificate >Enrollment and click on Enroll at the bottom of the page. This will display the “CSR” certificate signing request. This will be needed to get your ID Cert from the CA “ Verisign or Rapidssl.com” Etc.
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After you get the ID cert back from the CA make sure you get the root cert as well. Take both certs and past them into a text file in notepad. An example id cert is below make sure to include the

 “-----BEGIN CERTIFICATE-----“, and the “-----END CERTIFICATE-----“ in the file.
-----BEGIN CERTIFICATE-----

MIICgjCCAeugAwIBAgIBBDANBgkqhkiG9w0BAQQFADBTMQswCQYDVQQGEwJVUzEc

MBoGA1UEChMTRXF1aWZheCBTZWN1cmUgSW5jLjEmMCQGA1UEAxMdRXF1aWZheCBT

ZWN1cmUgZUJ1c2luZXNzIENBLTEwHhcNOTkwNjIxMDQwMDAwWhcNMjAwNjIxMDQw

MDAwWjBTMQswCQYDVQQGEwJVUzEcMBoGA1UEChMTRXF1aWZheCBTZWN1cmUgSW5j

LjEmMCQGA1UEAxMdRXF1aWZheCBTZWN1cmUgZUJ1c2luZXNzIENBLTEwgZ8wDQYJ

KoZIhvcNAQEBBQADgY0AMIGJAoGBAM4vGbwXt3fek6lfWg0XTzQaDJj0ItlZ1MRo

RvC0NcWFAyDGr0WlIVFFQesWWDYyb+JQYmT5/VGcqiTZ9J2DKocKIdMSODRsjQBu

WqDZQu4aIZX5UkxVWsUPOE9G+m34LjXWHXzr4vCwdYDIqROsvojvOm6rXyo4YgKw

Env+j6YDAgMBAAGjZjBkMBEGCWCGSAGG+EIBAQQEAwIABzAPBgNVHRMBAf8EBTAD

AQH/MB8GA1UdIwQYMBaAFEp4MlIR21kWNl7fwRQ2QGpHfEyhMB0GA1UdDgQWBBRK

eDJSEdtZFjZe38EUNkBqR3xMoTANBgkqhkiG9w0BAQQFAAOBgQB1W6ibAxHm6VZM

zfmpTMANmvPMZWnmJXbMWbfWVMMdzZmsGd20hdXgPfxiIKeES1hl8eL5lSE/9dR+

WB5Hh1Q+WKG1tfgq73HnvMP2sUlG4tega+VWeponmHxGYhTnyfxuAxJ5gDgdSIKN

/Bf+KpYrtWKmpj29f5JZzVoqgrI3eQ==

-----END CERTIFICATE-----
Rename the files as *.cer and then click on them and open them up.  See the root Cert Below. The

 “Issued By” Needs to be the exact same on both the Root Cert. and the ID Cert you get back from Verisign.
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5. After you have confirmed the Cert are Issued by the same CA Root. Rename the files both back to *.txt files.

6. Go to Configuration > Properties > Certificate >Authentication. Pick the Trustpoint if it is not already. Then Import from file and Browse to the root cert file renamed as a *.txt file. Click “Authenticate” to install the root Cert. See Below.
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7. Go to Configuration > Properties > Certificate >Import Certificate. Pick the Trustpoint if it is not already. Then Import from file and Browse to the ID cert file from Verisign renamed as a *.txt file. Click Import at the bottom. See Below.
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8. Go to Configuration > Properties > SSL    Pick the outside Interface and Edit. Choose the Trustpoint that we setup. See Below.
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9. To Redirect HTTP to HTTPS for Clients when they SSL in. Go to Configuration > Properties > HTTP/HTTPS  Pick outside Interface and edit. Pick Redirect HTTP to HTTPS Port 80 see below.
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10. DONE !!
