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Installing and Using Wireshark for Capturing Network Traffic
These instructions are written for using a Windows computer, but are mostly valid for a Linux/Apple
environment too.

In order to better troubleshoot issues with your ATA, you can capture all network traffic off of the
network cable and submit to Cisco as follows.

Downloading Wireshark
Download the most current version of Wireshark from http://wireshark.org/download.html
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The current stable release of Wireshark is 1.8.3. It supersedes all previous releases, including all
releases of Ethereal. You can also download the latest development release (1.8.0rc2) and
documentation
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Having problems? Explore our download area or look in our third party package list below.
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Install Wireshark and WinPcap and accept all defaults. [Additional help is located at:
http://www.wireshark.org/docs/wsug html chunked/ChBuildinstallWinInstall.html ]
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Network Interfaces on Computer
You need to understand a little about your network in order to properly collect all network traffic. For
example, your computer may be on a data VLAN and your ATA may be on a voice VLAN without you
realizing it. For this reason, | recommend that you use a separate network interface for Wireshark such
as a USB NIC [network interface card/connector]. | use the Cisco-Linksys USB Ethernet Adaptor with
great success.
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Using an additional adaptor allows my computer to remain connected to the network via its regular
interface [wired or wireless, it doesn't matter] while my Wireshark USB NIC is connected to a switch port
that is mirrored [also known as being in "span" mode] so that all switch data is seen by my Wireshark
interface.

You must configure your network switch so that it copies (mirrors) network data to the Wireshark port.
[Switches, by design, do not send all network traffic to all ports. Read more here if you're interested.]
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Configuring Mirroring on the Network Switch
Here's an example of configuring a Cisco SG300-10P switch:

Log in to the switch as an administrative user.
Decide which port will be the mirror/span target. In my lab, | usually use the right-most port as
the mirror target, making it easier for me to remember which port does what. Only one port
can be a mirror target but multiple ports can be configured as mirror source ports.

3. Navigate to Administration > Diagnostics > Port and VLAN Mirroring:
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— Port and VLAN Mirroring
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?: [ | | Destination Port | Source Interface | Type | Status
ek 0 results found.
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a. Click Add to display the Add Port and VLAN Mirroring pop-up window.
Select the Destination Port. | changed from the default of GE1 to GE10.
Select the Source Interface. This is the port to which your ATA is connected and whose
network traffic you want to see. In this example, | use GE1. [Leave VLAN unselected]

d. Select the Type of Tx and Rx to allow you to see all network traffic transmitted (Tx) and
received (Rx) by the connected ATA.

e. Click Apply.
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ort & IFFOFng - e Chrome e
> Add Port and VLAN Mirroring - Google Ch E=EE

ﬁ 192.168.1.253/cs5Teb2el bfdiagnostics/maintenance_diagnos_portMirror

Destination Port: | GE10 [+]

Source Interface: @ Port GE1 E[ © VLAN (1]~

Type: T RxOnly
& TxOnly
@ TxandRx

hetpplys| | Close
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f. The Port and VLAN Mirroring Table is updated
T

Port and VLAN Mirroring
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[] | Destination Port | Source Interface | Type

e = GE1

Txand Rx Mot Ready

Edit Delete
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g. Save the switch's configuration.

4. Connect to port GE10 of the switch, the network cable from the Wireshark interface.

6. You've now completed configuring the network switch.
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Connect to port GE1 of the switch, the network cable from the ATA that you want to monitor.
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Using Wireshark
Wireshark is extremely capable and very powerful. This section provides the bare minimum information
to get you started. The Wireshark University provides an excellent source of deep technical training on

using Wireshark and protocol analysis.

Starting Wireshark for the First Time

Make sure that the network interface that you plan to use for Wireshark captures is properly connected
to your computer and to the network switch, or else Wireshark may not properly detect the interface
when Wireshark starts up. Locate the Wireshark shortcut on your desktop if you installed a shortcut
during Wireshark installation. Otherwise, click Start > All Programs > and locate and double-click the
Wireshark icon

iif;ﬁiresh ark ’:

Wireshark will load its configuration files and display its progress:
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Network Protocol Analyzer

Loading configuration files ...

—— 1007

Once Wireshark is running, its main interface will display:
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Eile Edit View Go Capture Analyze Statistics Te}ephnnz Tools Internals Help

X2E AE2DTF L Qeemn| ¥HMx|

Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer
Version 1.8.4 (SVN Rev 46250 from /ftrunk-1.8)

= Interface List B, Open - Website
i ] |
Live list of the capture interfaces ‘Open a previousty captured file Visit the project’s website

{counts incaming packets)

Open Recent: = User's Guide
@ Start g .
The User's Guide (local version, if installed)
Choose one or more interfaces to capture from, then Start sample captures
A rich assortment of example capture files on the wiki S ecu rity

£#] Atheros ARBL21/ARB113/ARBL14 PCI-E Ethernet Co B
E| VIA VTE6C100A Rhine Fast Ethernet Adapter =

‘ ‘Waork with Wireshark as securely 25 possible
E USB2.0 to Fast Ethernet Adapter: \Device\NPF_{F56/—

m Capture Options

Start & capture with detsiled options

Capture Help

@— How to Capture

Step by step to a successful capture setup

Network Media

@ Specific information for capturing onc
Ethernet, WLAN, _

Ready to load or capture Mo Packets | Profile: Default
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Selecting a Wireshark Capture Interface
You must select an interface from the available interfaces on your computer. In this example, I'll select
the USB2.0 to Fast Ethernet Adapter from the list:

Interface List = Dﬂp
pen

Live list of the capture interfaces
[counts incoming packets)

@ Start

Choose one or more interfaces to capture . then Start Sa

Open Recent:

E#] Atheros ARB121/ARS113/ARS114 P@LCE Ethernet Co A rich

P P TP 1 N . W 1 )
4 | 1 [ 3

Capture Options

Start a capture with detsiled options

If you are not sure which interface to use, click Interface List to view details about each interface which
may help with your selection:

|

= Interface List
Live list of the capture interfaces

[counts incoming packets)

ﬁ Start

Choose one or mare interfaces to capture from, then Start

;E Atheros ARB121/ARB113/ARE114 PCI-E Ethernet Co ~
E VIA VTE6C1004 Rhine Fast Ethernet Adapter

ot e At e
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You can also click the Details button if you need more help selecting the appropriate interface:

Description P Packets Packets/s
] & Atheros ARB121/ARB113/ARB114 PCL-E Ethernet Controller(NDIS.20) 192168119 0
[F] (] VIA VTB6CI00A Rhine Fast Ethernct Adapter 192.168.119.54 1065
[ E| USB2.0 to Fast Ethernet Adapter 0.0.0.0 113 0 |
Start Stop Opticns ] [ Close

4

Once you've selected the appropriate interface, click Options to make user-display selections:

Description

L—| E| Atheros ARS121/ARE113/ARE114 PCI-E Ethernet Controller(MNDIS6.20)
[T] £2] VIAVTS6C100A Rhine Fast Ethernet Adapter

[¥] E2] USB2.0 to Fast Ethernet Adapter

Packets Packets/s =
0 Details

0 Details

0 Details

-

Options ] [ Close ]

| find these options to be best for my every-day use:
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! [T Capture on all interfaces
3 Capture all in premiscuous mode

i

jCapture File(s)

3

] File:

f

L[] Use multiple files

, P

3

Si Mext file every 1
{[] Nextfileevery |1
4[] Ring bufferwith |2
‘} Stop capture after (1
_l:.k:StDp CEFI-tI..IrE

S

“

{ [ .. after 1
{"D ... after 1
" [ .. after 1
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Manage Interfaces

Display Options

iRl (/] Update list of packets in real time

V| Automatic scrolling in live capture

minute(s) [¥] Hide capture info dialog

= files |
i rMame Resolution
| file(s) -
[¥] Enable MAC name resolution
packet(s) [7] Enable network name resclution

megabyte(s)

; ; [¥] Enable transport name resclution
minutels)
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Starting a Capture

You're finally ready to start your first capture. Click any of the Start buttons:

.;:Fi"l;::r_z'--'-z- et T i T R T e e amt T =T L
5 ) rMame Resolution -

i file(=) |

E [¥] Enable MAC name resolution

j' packet(s) [] Enable network name resolution

g {megabyte(s)

j-'g.minutELE‘! A [¥] Enable transport name resclution
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By Start 4—

Choose one or more interfaces to capture from, then Start Sa

Open Recen

i | Atheros AR8121/ARS113/AR8114 PCI-E Ethernet Co * et
[ |
gﬂ‘u'IA‘u'TEECIUUA Rhine Fast Ethernet Adapter i.E|

I

ﬂ USB2.0 to Fast Ethernet Adapter \Device\NPF_{F56, -—l
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Or:

Description IP Packets Packets/s =
[T (2] Atheros ARS121/ARB113/ARE114 PCI-E Ethernet Controller(NDIS6.20) 192168119 62 2 [@ |
[7] £#] VIA VTB6C100A Rhine Fast Ethernet Adapter 192.168.119.54 33 0 |
[7] ] USB2.0 to Fast Ethernet Adapter 0000 186 6 [

(@]
Q
%)
m

Start Stop Options ] [ i ]
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Wireshark will display the capture window:

File

Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

XTela+»aT2EE Qe #Bmx B
Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
. .0.0 255.255.255.255 DHCP 590 DHCP Discover — Transaction ID 0Ox5e0cb46a =]
2 0.000479000.0.0.0 235.255.255.255 DHCP 590 DHCP Discover - Transaction ID Ox5e0ch46a
3 0.000495000.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID Ox5e0Och46a
4 0.016492000.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID Oxb5dfifee
5 0.016982000.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID Oxb5df4fee
6 0.016997000.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID Oxb5df4fee
7 0.101888000.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID 0x345ebd04
8 0.102356000.0.0.0 255..255.255.255 DHCP 590 DHCP Discover - Transaction ID Ox345ebd04
9 0.102370000.0.0.0 255..255.255.255 DHCP 590 DHCP Discover - Transaction ID Ox345ebd04
10 1.491987000.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID 0x345ebd04
11 1.492454000.0.0.0 255..255.255.255 DHCP 590 DHCP Discover - Transaction ID Ox345ebd04 G

< [} | »

# Frame 1: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits) on interface 0

# Ethernet II, Src: Cisco_5c:0e:9%9a (cc:ef:48:5c:0e:9a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

# Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
# User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

# Bootstrap Protocol

0000 ff ff ff ff ff ff cc ef 48 5c Qe 9a 08 00 453 00
0010 02 40 00 00 00 QO 40 11 78 ae 00 00 00 00 ff ff
0020 ff ff 00 44 00 43 02 2c 06 74 01 01 06 00 5e Oc
0030 b4 6a 00 00 OO0 CO OO OO0 OO0 QO OO OO OO OO0 00 00
0040 00 00 00 00 00 00 cc ef 48 5c Qe 9a 00 00 00 00
0050 00 00 0O 00 00 0O 00 00 00 00 00 OO0 OO0 00 00 00
0060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0070 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00
0080 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00
0090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ........ covaannn

] » |

Profile: Default
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Stopping and Saving a Capture

Once you have replicated the scenario that you wanted to capture, for example, the SPA ATA's network
behavior when power is applied to it, you must stop the capture by clicking on the stop icon:

File Edit Yiew Go Capture Analyze Statistics Telephonz Tools  Internals

Help
= XEQ A+»TFTLI[EE
Filter: :Exprﬁsion... l
Mo, Time Source Destinaticon Protocol  Lengt

2 0.000477000.0.0.0 255 205, 255795 DHCP 5

ool R AT NG N 2 O IO e v, Sl M v U e e A i oep R i et

e st

Once the capture is stopped, click the save icon:

File Edit Yiew Go Capture Analyze Statistics Telephonz Toeols  Internals  Help

E EE@gEe Ae» T LI[ES

Filter:

Expression... Cl

Mo, Time Source Destination Protocol Len
2 0.000477000.0.0.0 255.255. 255. 255 DHCP

-t = e O OV SERE E f, LRC  Clr,  stbiiostint, b ogen £ R ot AR Bt B B R e ot o - A B e,

When saving the Wireshark trace, be sure to use a descriptive name to help you easily recall why you
captured the trace.

* 1| ([1] [

fi‘) File name: gpal2? bootlUpNoDhepServer - Save
1 Save as type: Wireshark - pcapng (" pcapng;” poapng gz;” ntar;” ntar.gz) v] [ Cancel
; T L

You can now locate the trace on your storage device and compress it and share with someone for
analysis.

<end>
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