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Windows 2008 R2
192.168.101.1
ASA5520 8.4(2) AD/CA Server

Default GW VLAN441
10.71.153.126/26 192.168.101.0/24

Gi0/0 outside GiO0/1 inside
10.71.153.81/25 192.168.101.25424
VLAN99 VLAN441
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« BARMGEEZE CLI KYAH (SEDIBERTDHEREH)

hostname asa

domain-name bndemao.local

enable password cisco

username admin password cisco123 priv 15
|

interface gi0/0

nameif outside

ip address 10.71.153.80 255.255.255.128
no shut

|

Interface gi0O/1

nameif inside

ip address 192.168.101.254 255.255.255.0
no shut

|

asdm image disk0:/asdm-645.bin

http server enable

http 0.0.0.0 0.0.0.0 outside

|

route outside 0.0.0.0 0.0.0.0 10.71.153.126
I




HEARERTE N

avy—ILteybh 7y I

Booting Up..... Ty |‘7J7° .
(B8) | VY RES
[Pre-configure Firewall now through interactive prompts [yes]? No 1")7‘.-;[,\

ciscoasa> enable
ciscoasa# conf t ] FRARE
ciscoasa(config)# hostname asa

asa(config)# domain-name bndemo.local
asa(config)# enable
asa(config)# enable password cisco— password
asa(config)# username admin password cisco123 priv15 ———— | ASDM &1 1 —H— DR

KA %

asa(config)# int gio/1 — =
asa(config-if)# nameif inside AR —2Jx—X g0/1 [Zinside #EIH T
INFO: Security level for "inside" set to 100 by default.
asa(config-if)# ip address 192.168.101.254 255.255.2550———— | |

asa(config-if# no shut 192.168.101.254/24

asa(config)# int gio/0 A3—T—RAEFRIE

asa(config-if)# nameif outside . - . ol sl
INFO: Security level for "outside“set-to-0-by-default 1V5—J1—2R gO/O [Soutside Z&IST

asa(config-if)# ip address 10.71.153.80 255.255.255.128 ]
asa(config-if)# no shut 10.71.153.80/26

asa(config-if)# . A RA—T—RE®IE
asa(config)# route outside 0.0.0.0 0.0.0.0 10.71.153.126 default GW DEE

asa(config-if)# asdm image disk0:/asdm-645.bin FIRT 5 asdm A A—TZHEE

asa(config)# http server enable N N
http H—E X Bt

asa(config)# http 0.0.0.0 0.0.0.0 inside \

asa(config)# write mem 1 http/asdm ASDM7 Y+ REFHE]




HASEF - ASDM DEEH) -

¢ ASDM %E@Jo

IS5 4% —4%& . hitps://<server address> https://192.168.101.254 |7 & +
A

Run ASDM %% ') w4 L ASDM %2 &)
Ex.

9% Configuration

(ClcolASOMIG R ASAI0 LI SREL
Monitoring ‘ e save Q@ Refresh | Q) Back Forward‘ D Heip ‘Look For: Go
o

000 peviels O Home
% Add) l Delete & Connect | -G Device Bashbosrd L icauall Bashinoand)
Fing: . Devcemomaen | memaceswws
> .
l . 4 10.71.132.144:4443 {m\ Interface IP Address/Mask Line Link. Kbps
. a I I I I n 1 10.71.132.145 el inside 192.168.41.1/24  © up 0w 0
4 10.71.132.197 Host N . outside 10.71.153.81/25 © up © up 1
4 10.71.132.38:4443 lost Name: - asa X X
o > . 110.71.153.21 ASA Version:  8.4(1) Device Uptime: 0d 2h 3m 53s
l \ z —_— . 1 2 3 3 ASDM Version: 6.4(1)  Device Type:  ASA 5520
. CISCO Firewall Mode: Routed ~ Context Mode: Single
4 210.128.129.139 Total Flash: 64 ME Total Memory: 2048 MB
: 210.199.27.29:4443 saes Select an interface to view input and output Kbps
IPSec: 0 Clientless SSLVPN: 0 AnyConnect Client: 0 Details Failover not configured. Click the link to configure it. Configure
Cisco ASDM 6.4(5) alialn T —— ~Comncions e secand s
.
cisco b
60 o -m-a1
Cisco ASDM 6.4(5) provides an intuitive graphical user interface that makes it easy to set up, % W
configure and manage your Cisco security appliances. 20
0
18:38:57 183 1835 1836 1837 183 ]:}:u)? o ;“;SCP o -]:3f| o 1837 13
. . otal:
Cisco ASDM can run as a local application or as a Java Web Start application. N N
emonghiemonjUs1ge ~'outside' Interface Traffic Usage (Kbps)
2000
0
When you run Cisco ASDM as a local application, it connects to your security appliance from 1500 i
our desktop using SSL. Running Cisco ASDM as an application has these advantages: 2semp| | 1000
500 10
» You can invoke ASDM from a desktop shortcut. No browser is required. - bl o
* One desktop shortcut allows you to connect to multiple security appliances. L8:38:5 1834 1833 1836 1837 1838 1834 1833 1836 1837 1838
[ —— M Input Kbps: 0 M Output Kbps: 1
Device configuration loaded successfully. admin 15 | @R | A11/04/05 183851
Install ASDM Launcher and Run ASDM

Java Web Start is required to run ASDM, but it is not installed on this computer.

A—AIIZSDUF¥EAAM—ILLTETY
Hi5E

Install Java Web Start

Copyright @ 2006-2011 Cisco Systems, Inc. All rights reserved:
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Z=AaX o e i L -
- ASDMEX ERN B SRR~

- ASDM THEEZEZTOKE. ASA ~DEAKIZCLI TOHRTETHNBEE
iéﬁé:&ﬂﬂ%

Cisco ASDM 6.4 for ASA -

EI|E Vie Tools izards Window Help Laok For:

@ Hame | & KCemmandilinslipterfaocty Biack O Forward | ? Help|

Shew Commands Ignored by ASDM on Device

Home

/— Dev Packet Tracer...
Piﬂg...
Traceroute. ..
Gieneral = Interface
GUSiElanassment inzide Ihdicate wour preferences and click OK to activate them. To restore the default settings,
Host N Check for ASA/ASDM Updates. . outside click Default, then click OK to save them.
ASAH Wi -
Upgrade Software from Local Computer. ..
ASDM 4 General | Rule Tables | Syzlog
Firewal Eowngrade Software. ..
Total Backup Configurations Warn that configuration in ASODM is out of swmc with =L == E \* 15..;—%)-\1— ' —
- Select an ints EXI:E Py = HIJ el

RE_bore Configurations

Show configuration restriction meszage to read-o o —
O URERISED

Canfirm before exiting £50DM

Systerm Eeload. .

IPSec: 0 IPS Password Resst ctailz Failover not

Administrator's Alert to Clientiess SSL VPN Users . Warn that Eazy WPHM iz enabled when viziting WPN Section

Preferenoes, ] [7] Enable screen reader support (requires

ASDM Java Console. . Warh user everytime when A50DM loadz of memory insufficiency

2
= Communications
10% a0 |
20 - [ Preview commands before zendine them to the device
22_5%? o P 2950 P - g Enable cumulative (batch) GLI delivery
M UCP

Memory  Memory Lsags (ME) Minimum Configuration Sending Timeout: |60 zeconds (default 60)

=0 1 Packet Capture Wizard
00 Specify the path to wour network sniffer application (such as Ethersal/Wireshark) which will be
300 uzed by the Packet Capture Wizard to dizplay the captured packets. If no path iz specified, the
196ME 200 B-E-F B-F-A-A-F-F-F-F-F-P-F—F-F-F-R—-A—A-r— default application for pcap files will be used.
oo Metwork Sniffer Application:
]
TLRLET 22:48 22:48 2250 2251 2252 o’

Dietails ] [ ] [ Festore Defaults ] [ Help







HEARETFE: O—HhJILA—H4ERL
- O—ALBTA 1A —DER

Configuration -> Device Management-> Users/AAA -> Users Accounts & 5 &
L [Add] KRB 2&ED ) vD

000 Device List
* Adwnect Create entries in the ASA local user database.
Find: Go

ﬂ] C d authorization must be enabled in order for the user account privileges to be enforced. To enable command authorization, go

| B} 10.71.132.144:4443 to Authorization.

00 Device Management

AAA authentication console commands must be enabled in order for certain access restrictions to be enforced. To enable AAA

> ff#' Management Access authentication command go to Authentication.

» 8B Licensing
> @ System Image /Configuration

A e Username Privilege Level (Role) Access Restrictions VPN Group Policy WPN Group Lock m
> &2 High Avaiabilty admin ~ Inherit Group Policy - ) ,
A

» £ Logging enable_15 15 Full NJA Edit
Smart Call-Home

v EF] Users/AAA Delete
8§ Ann server Groups
Fi§ LDAP Attribute Map
Fig Authentication Prompt
Y AAA Access
Bl Dynamic Access Policies

» [ Certificate Management
» {5 DHCP

ol

ég Device Setup

Firewall

@ Remote Access VPN

(7 site-to-site VPN

& Trend Micro Content Security
:

‘ Find: | @ @ [ Match Case ‘




AnyConnect

- =L,

T zlgnQJ\:  A—AJ)L1— 'U'ﬂzﬁk_,
AnyConnect

- O—ALaS A4 21— DER ()

[Username] IZ#E#i 3 DD 1 —H %, [Password] ITED/SRAT—FRH#A A

Ex. Username: acuser Password: cisco

Username: dCuUser

Password: = FEEEs

Confirm Password: *****

__| User authenticated using MSCHAP

[Apply] 20w L. BEEZ XM



L2TP

S+ S, s :
EARERTE: O—HIIL1—1ER L2TP
- O—ALOJA4 1A —HFDER (E)
[Username] IZ#E#i 3 DD 1 —H %, [Password] ITED/SRAT—FRH#A A

Ex. Username: I2tpuser Password: cisco

[User authenticated using MSCHAP] [ZF = v & Z Ah. (X default D E F)
TOAIZHB [OK|RE2VED ) v D

Username: I2tpuser

Password: = ¥rrEs

Confirm Password: *****

B User authenticated using MSCHAP

[Applyl] #2 ) v o L. REF R



HEAERE: Windows AD MDERE

c VE—FAOYA O A—YFDFERAODEDETE
WEREREFT— A2 R— X & L T. Windows AD @O 1—H1EF#H % T(Z. ASAVPN
@E:B\EIE%TT—)?-JO) EE% L\gs—d_

Configuration -> Device Management-> Users/AAA -> AAA Server Groups
ERL., [AddRE2ZEDV ) v,

000 Device List

% Add [ Delete & Connect

AAA Server Groups
Find: Go Server Group Protocol Accounting Mode |Reactivation Mode | Dead Time |Max Failed Attempts Add
[ 8 0711321404403 n T T T N R R R
0o Device Management
> &' Management Access —
» 8B Licensing St
> @ System Image/Configuration
» & High Availability
» £ Logging
12 smart Call-Home Find: ©@  © | [ Match Case
v Users;A.A.A
server Groups Servers in the Selected Group
&' LDAP An"hme Map Server Name or IP Address | Interface Timeout F kel A
fis Authentication Prompt —
Hl AAA Access 7 —
Bl Dynamic Access Policies
User Accounts (" Deleta )
» [ Certificate Management e B -
[ 'ﬁ’ DHCP ’: ( Move Up ]
IIIIIIII |
| Move Down )
&) Device Setup R
= s B Y
el '\L}
8% Remote Access VPN
(7 site-to-Site VPN
‘ Find: @ @ [ Match Case ‘
& Trend Micro Content Security = =

I (LDAPAwibuteMap oy N |
N
= Reset / Apply \




ZEARZETE: Windows AD MDERTE
- YE—+OJA A DFERADAEDETE ()

AAA Server Group: [Z& R (Ex. AD), Protocol: [Z NT Domain #:#R L., [OK]
0 v0,

AAA Server Group: jAD

Protocol: [ NT Domain ﬁ

Reactivation Mode:  (®) Depletion () Timed

Dead Time: _ 1D_ minutes

Max Failed Attempts: T

(: Help ) CCanceI) E—GK—B

A




*_-T-_zlgnlﬂ

Windows AD MDE&E

- VE—+OTA AT DFERADAEDERE ()
Servers in the Selected Group AAA D [Add] %2 ') v T,

(SNs)

(6] Device List

% Add [J Delete & Connect

Find:

Co

=

10.71.132.144:4443

00

Device Management

» B Management Access
> ﬂ Licensing
> @ System Image /Configuration
» &¢ High Availability
» fH Logging
Smart Call-Home
v Users/AAA

&5 LDAP Attribute Map

£ Authentication Prompt
Hk AAA Access

ik Dynamic Access Policies
User Accounts

» [@ Certificate Management

» [ DHCP k
& Device Setup

_Jrga Firewall

8% Remote Access VPN

7 site-to-site VPN

L

& Trend Micro Content Security

¥

AAA Server Groups

Server Group Protocol Accounting Mode | Reactivation Mode Dead Time | Max Failed Attempts Add
LOCAL LOCAL

ApINTDomam |~ Depleron Do 3 |
Find: @ | @ | 0 Match Case ‘

Servers in the Selected Group

Server Name or IP Address | Interface Timeout Add

H

Edit

Delete

U

Move Up

H

| Move Down |
) S

|

Test

‘Find: _ | @ | @ | 0 Match Case




HEAERE: Windows AD MDERE

- DE—+ATA VIV DOEADADEE ()

Interface Name: inside Z;ZEi#R. Server Name or IP Address: AD Server W7 F
L X (Ex. 192.168.101.1), Domain Controller [Z% AD Server @7 k L X (Ex.
192.168.101.1) ZA A L. [OK] EH U v,

Server Group: AD
Interface Name:

Server Name or IP Address: 192.168.101.1

Timeout: 10| seconds

NT Domain Parameters

Server Port: 139

Domain Controller: 192.168.101.1

[ Helpj [Eantel) E OK 3

[Applyl] #2 ) v o L. REX KM
. S [ D DN B |
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- SEBAZEMERTE - CSR 1ERK

AnyConnect SEBAEZ R

ER

if. L2TP/IPsec CRT THEAT AiIBAZEDHREZXITLVE

Configuration -> Device Management-> Certificate Management -> Identity

Certificates ZZER L.

000 Device List
% Add [ Delete & Connect

Find: Co

‘ & 10.71.132.144:4443

[Ns] Device Management

» & Management Access

> aﬂ Licensing

» 8B system Image /Configuration

» & High Availability

> Logging

Smart Call-Home

> Users/AAA

v [ Certificate Management
b3 id e ntity Certificates
Fs CA Certificates

» f& DHCP

> o3 DNS

» T Advanced

[Add] RE &5 Y vy,

lssued To Issued By Expiry Date Associated Trustpoints Usage - Add

TR L
[ Show Details |
- )

[ Delete \
-~
F ar——
( Export )
)

——————
( Install )
\___metal )

Find: | | @ | @ | ] Match Case

Public CA Enrollment

Get your Cisco ASA security appliance up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco
customers a special promotional price for certificates and trial certificates for testing.

(" Enroll ASA SSL certificate with Entrust )

Using a previously saved certificate signing request, enroll with Entrust.




HARERTE: SIBAENERTE — CSR {ERk
- SEBAEMERTE - CSR 1Bk (ft =)

Trustpoint Name: [Z£& 1% A 71 (Ex. bndemo-CA). Add a new identity
certificate: Z:EIRL £,

[New] Z2 )v o L, ilRx¥—Z1FkLET,

Name: Enter new key pair name: Z:ER L. &HiZ AL (Ex. asa.key).
Size: 1024 or 2048 %#{R. Usage: Generate purpose ZEiR L. [Generate
Now] =z2 ) v o, ).

Trustpoint Name: bndemo-CA

O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
Decryption Passphrase:

Name: Use default ke ir name
File to Import From: ( Browse... ) O 7 [
(*) Add a new identity certificate: (=) Enter new key pair name:  asa.key

Key Pair: <Default-RSA-Key> *] ( Show.. ) I I .

v 4 . > Size: | 2048 H
Certificate Subject DN:  CN=asa Select... @ O
Usage: General purpose Special
[_] Generate self-signed certificate purpo
] Act as local certificate authority and issue dynamic certificates to TLS-Proxy
Hel Cancel Generate Now
Advanced... C L ) C ) C )

( Help ) ( cancel ) ( AddCenificate )




HEARERTE: iFBAZNETE - CSR 1ERK

¢ nIEEﬁio) E CSR 1’|5sz (‘f)b%)
Certificate Subject DN: [Select] %2 ') v ¥ L. iEBAZE Subject ZfEE L £,

Attribute: & Y. Attribute ZER#%&. Value: ZA AL [Add] %2 1) v L. Subject &5
F L. (Ex.CN: asa, O: Cisco, L: Minato-Ku, ST: Tokyo, C: JP)[OK] #% ) w4 LE T,

Decryption Passphrase:

DN Attribute to be Added

import Fror Browse . e - ... Cisco
Attribute: [ -~ Select Attribute -~ |5 Add>> on —
id a new identity certificate:
State o
Key Pair asa.key ] Show... ) Value: p——r— _
R ou A
cons [Csoeer )]
() Generate self-signed certificate
t as local certificat thority and e dynamic certificates to T Proxy
( Help ) ( Cancel ) E—Dﬂ—)
( Help Cancel (“Add Centificate )

[Add Certificate] 2% ') w2 L. CSR MO &A[Z# 5% L (Ex. /Users/tetsato/tmp/asa.csr).
[OK] 22 Vv LIREFLET,

To complete the enrollment process, please save the PKCS10 enrollment request
(CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by clicking
the Install button in the Identity Certificates panel.

Save CSR to File:  jUsers/tetsato/tmp/asa.csr { Browse... )
(Help ) (cancel ) (oK )

ER LT- CSR ZREEmICHEF L. sEBAZZAFLTT S,
1IN §=Bu [ DU e D |



EARRE: sEAZDETE - CARICHER

- FREER Windows CA DiH&
725 H—& Y http://<server address>/certsrv 27 9 £ R
REBAZE ZERT 5 > GIAEDERDFMETE > RIFEMERLIZ-CSR 774 IILETF
AMNITAA—1ETHERNER%., Base64 T a— F FIAZEER (CMC /=1
PKCS #10 #71=I1& PKCS #7): NIZ Paste, FEBAZET > 7 L— k: Web H—/3—% ;&R
L. EEZV Y vY,
Base 64 T a— rZZERL. sEHEOFVO0—FZ2 ) v 7,
AovA—kFENdT 74 IL% asa.cer & L TRHF,

BLEIZHD [R—L]>[CAFERRE., SIBAEFz—>2., FHEIECRLODAD Y AO—FK] &
EIRL, Toa—FAR:Base64 #:EIRL. [CAEIRAZED A >O—KR|Z0UvY
L. CASIBAZ % ca.cer & L THRTF



-
Hi@E
—

LARRTE: SIAZNRE- CABICHE .

S ~ .
- EBEER CyberTrust DiG&

A—HEIETHAT BEEIZIE. Cybertrust Shared PKIZREERICHFEFTLET,
MBS TIIATHIAT B15EI1Z(&. Cybertrust DeviceiDFEREEB/IZHEFEZTLVET,

CHADASRITY—ERICE>TUTDY VIODLIIAZEZMGL TS ZELY,

Cybertrust Shared PKIZEEEE
https://www.cybertrust.ne.jp/shared pki/CybertrustSharedPKIPublicCAl.crt

Cybertrust DeviceiD 2L /5
http://www.cybertrust.ne.jp/deviceid/CybertrustDeviceiDPublicCAG1.crt

£ L < I%. oper@cyberturst.ne.jp £ TEHK L FEE LY,



https://www.cybertrust.ne.jp/shared_pki/CybertrustSharedPKIPublicCA1.crt
http://www.cybertrust.ne.jp/deviceid/CybertrustDeviceiDPublicCAG1.crt
http://www.cybertrust.ne.jp/deviceid/CybertrustDeviceiDPublicCAG1.crt
mailto:oper@cyberturst.ne.jp
mailto:oper@cyberturst.ne.jp

EARETE

REFAZEDERTE - SEAZEDA VX =L
AF L=, ASADIIBE,

AGIBREZA VX =)L

Configuration -> Device Management-> Certificate Management -> Identity

Certificates ZZER L.

200 Device List
% Add [i Delete & Connect

Find: Go

| B 10.71.132.144:4443

(s)s] Device Management

> [ Management Access
| 3 @ Licensing
» 33 system Image/Configuration
» & High Availability
» & Logging

& smart Call-Home
> B Users/AAA
¥ @ Cerlrﬁcale Managemenl

g C

ates
@3 CACe nrﬁcates
» i DHCP
F o DNS

b T Advanced

[Installl| K2 &0 1) v,

Issued To Issued By Ex pryDat Associal iated Trustpoints
Not Available

Show Details

(" Export )

Cr )

Find: | @ | @ | O Match Case ‘

Public CA Enroliment

Get your Cisco ASA security appliance up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco
customers a special promational price for certificates and trial certificates for testing.

(" Enroll ASA SSL certificate with Entrust )

Using a previously saved certificate signing request, enroll with Entrust.

[Install from a file] T. ASA MEEBAZEE L. [Install Certificate] 2 ') v 7,



B

ERRE: ;EAZEDRE - sEAZDA VX k=)L
. AF LTz, ASADIEBRE, CAGIHESEA VR h—IL (%)

Configuration -> Device Management-> Certificate Management -> CA
Certificates Z:&IR L. [Add]| K2V ZED ) vD,

Certificate Management
£ dentity Certiicates

TrustPoint Name: [Z&HTZ A AL (Ex. bndemo-CA). [Install from a file:] IZA
FLI-CAGEBHE D74 I)L%EIEE L. [More Options] #2 Jv o LET,

sl Ceriicaie

Trustpaint Nams: brdema CA

uuuuuuuuuuuuuuuuuuuuuuu

Wompczr: -ation information cannot
—

i

- T

Fieln

Comn ) (o) (o)

[Revocation Check] & Y . [Check Certificate for revocation] % 23R .
[Revocation Methods] IZT CRL Z:ERL [Add] Z0 U v D, [OK]|ZV ) v D,
[Install Certificate] %2 ') v %

I = [ DU B D |







HARELTE: 7 FLART—)L - Object
- Network Object MR E

Configuration -> Firewall -> Objects -> Network Objects/Groups ~#&j L
[Add] [Network Object] 24 ') w %

a8 Device List

% Add i Delete ¥ Connect W Edit Jf Delete | & Where Used
Find: Go
B 10.71.132.144:4443 QJ =% Network Object Group... J _ :
: Netmask Description Object NAT Address
2.0, Firewall ¥ IPv4 Network Objects
£:8 Access Rules @ any 0.0.0.0 0.0.0.0
NAT Rules &8 inside-ne... 192.168.41.0 255.255.255.0
Q Service Policy Rules = outside-n... 10.71.153.0 255.255.255....
B AAA Rules v IPv6 Network Objects
B2 Filter Rules @ any - 0
[} Public Servers
“E- URL Filtering Servers
& Threat Detection
v [ objects
[f)Metwork Objects/Groups e . .
I Service Objects/Groups (*) ;I '§‘

UTDHREDIEFRYICERE TLEGLE

I5—MHFET, (CSCtn96841)
Network Object D&% E
TRLRAT—ILDERTE
NAT DEXTE

I = | I D T N |




HARELTFE: 7 FLART—)L - Object
- Network Object MEHRTE (=)

Name: 28Rl (Ex. vpn_clients), Type [Z Range %#:#iR, Start Address, End
Address Z AN, (7 FLRAT—ILZHERT SBEICERTS2LDERLIDE
{57E)
[OK]Z=2 Vv P,

Ex. Start Address: 192.168.102.101, End Address: 192.168.102.110

Name: vpn_clients

Type: [ Range H

Start Address: j192.168.102.101

End Address: |182.168.102.110

Description:

. 2%
C Help ) [:Cancelj E—&I(—}

A
I [ DU e D |



« 7 RELRT—ILDERL

EARETE: TRLRAT—I)IL -7 KLAT—JLIEE

Configuration -> Remote Access VPN -> Network (Client) Access
-> Address Assignment -> Address Pools E#EL [Add] &0 ) v D

8686

% Add [F Delete & Connect

Device List ) O Configuration > Remote Access VPN > Network (Client) Access > Address Assignment > Address Pools

e

Find: Co Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection Profiles,
7T y | AnyConnect Connection Profiles or Group Policies configuration.
4 r n
8.8 Remote Access VPN % Add Edit - Delete
‘? Introduction [P Pool Mame Starting Address Ending Address {Mumber of Addresses Subnet Mask/Prefix Length

> AnyConnect Customizar
AnyConnect Client Profil
AnyConnect Client Settir
H Dynamic Access Policies
B3 Group Policies "

Secure Mobility Solution
v B Address Assignment

* N =
M =

i Assignment Policy
(D) Aaddress Pools
» A Advanced
» [ Clientless 55L VPN Access }%
[ T .

TFRLAT—I)LD

NAT D& E

=JL ==

axX ;&

LT DEEDIEEFRBYIERETLAN
I5—MHFET, (CSCtn96841)
Network Object D% E




. . Ha |
LARERTE: P RLRAT—I)L - 7 FLART—J)U¥E

Z=
=
X

« PRLRT—ILOERK (R E)
7 ELRT—)ILDA&R. 7 FLA, 8 TF7FLR, TRy TRV %
AALOKIZoUwvs
Ex. Name: vpn_pool, Starting IP Address: 192.168.102.101, Ending IP Address:
192.168.102.110, Subnet Mask: 255.255.255.0

oo  AdPPo

Mame: vpn_pool

Starting IP Address:  192.168.102.101 [:]
Ending IP Address: | 192.168.102.110 [:]
Subnet Mask: .255.255.255.[} j

( Help :] (Ean:elj E—ﬁi—a

[Applyl] #2 ) v o L. REX KM
. S [ D DN B |




= 1 N y
EARETE: 7 LA T—IL - NAT
- NAT DEXTE
Configuration -> Firewall -> NAT Rules ~#&jL [Add] %2 1) v ¥

0806 R O Configuration > Firewall > NAT Rules
% Add [ Delete ¥ Connect (FrAda) e cor Woclere i+ % 1 % Bl - QFndEC
Find: Go - Match Criteria: Original Packet
= 10.71.132.144:4443 ﬂJ Source Intf | Dest Intf  Source Destination Se
Firewall "Metwork Object” NAT (No rules)
MNAT Rules
0, Service Policy Rules
= AAA Rules (*) =
222 Filter Rules . = . = -
& public Servers LT DHREDIEEEYICHRETLENE
“EL URL Filtering Servers I5—MNHFET, (CSCtn96841)
& Threat Detection Network Object M E%7E
TFELRAT—ILDEEHRTE
NAT DEXTE

VPNISATURLSD NAT BRE(E. ALEEEIT>TT LY,
B [ DN DO O [ |



- NAT OETE (i)

ERETE: 7TELAXT—JL - NAT

Source Interface: |Z outside. Source Address [Z4c(E E4ERK L 1= Network
Object (Ex. vpn_clients) %#3##R, Destination interface: [Z inside %:&EiR,

DX FE 1L Default DEZX[OK] ZFT ) v

e 0 AddNATROe 0000000000000

Match Criteria: Original Packet

Source Interface: [outside 4] Destination Interface: | inside
Source Address: vpn_clients B Destination Address: | any
Service: any

Action: Translated Packet

DO @

[l Fall through to interface PAT
Options
E Enable rule
"] Translate DNS replies that match this rule
[_] Disable Proxy ARP on egress interface
|_| Lookup route table to locate egress interface

Direction:

Source NAT Type: [ Static H

Source Address: -~ Original -- B Destination Address:  -- Original --

] PAT Pool Translated Address: @ Service: -- Original --
[_] Round Robin

o]0

Description:

( Help ) (Cancel) E_ﬁ‘K_a

[Applyl] #2 ) v o L. REX KM



HAREETE: NAT (Option)

- REMN L DEIEZ NAT 35 A8DEKE (Option)

Configuration > Firewall > NAT Rules &# &1L . [Add] &Y. Add NAT Rule
After “Network Object NAT Rules =4 ') w4,

-l = Edit [ Delete - 4+ @ % I - ' Q Find ) Diagram < Packet Trace

Add NAT Rule Before "Network Object” NAT Rules... Action: Translated Packet
Add "Network Object" NAT Rule... ervice i
= Add NAT Rule After "Network Object” NAT Rules...

Match Criteria: Original Packet, Destination Interface: outside Z:#EiR,

Action: Translated Packet, Source NAT Type: Dynamic PAT (Hide) Z:EiR.
Source Address: outside Z:#ERL. [OK] %2 1) v T,

Match Criteria: Original Packet
Source Interface: [ == Any -- FH l Destination Interface: | outside :l
)

Source Address: any EJ Destination Address: [ any |D

Service: any D
Action: Translated Packet

Eurce NAT TxE: f Dynamic PAT (Hide) ~I

urce Address: " outside ‘[ i ] Destination Address: -- Original -- D
[ PAT Pool Translated Address: @ Service: -- Original -- D
] Round Robin
[_] Fall through to interface PAT
Options

E Enable rule

[Applyl 0 ) w o L., HEZT R
D [ [ D B N |



FHARFLTE: VPN Traffic Z4V&BIZEFA] (Option)

- VPN Traffic Z5EANT O €A Z5FR T 2 ADRTE

Configuration > Device Setup > Interfaces ~#&j L . Enable traffic between
two or more hosts connected on the same interface ITF Tz v &% AN5

0o Device Setup
& startup Wizard
Interfaces

» +3 Routing

Type Add
/0 outside | Enabled Hardw; o
e Edit
& Device Name/Password CigabitEthernet0/1 inside Enabled Hardwal -
b (D System Time GigabitEthernet0,2 Disabled Hardwa (" Delete )
=a EtherChannel GigabitEthernet0/3 bled Hardwal
Management 0{0 Disabled Hardwa

Firewall
E% Remote Access VPN
£33 site-to-site VPN

- ] Enable traffic between two or more i
A Trend Micro Content Security

interfaces which are col
E Enable traffic between two or more hosts

[Applyl 22 ) v L. HTE %Rk

nfigured with same security levels
connected to the same interfacel




HEARZE: b 2=JLJIL— bk (Option)

- FURILIL— FDIEM
Configuration -> Device Setup -> Routing -> Static Routes ~N#Z &) L [Add] %
7097,

280686 Device List ' O Configuration > Device Setup > Routing > Static Routes
% Add [ Delete & Connect

Specify static routes.

AL S Filter: (=) Both (O IPvd only () IPv6 only
B 10.71.132.144:4443 m — —

00 Device Setup Interface |IP Address Prefix Length Gateway IP Distamte Options Add J
o Startup Wizard inside 192.168.0.0 255.255.0.0 192.168.41.254 1 None
B3 Interfaces outside  0.0.0.0 0.0.0.0 10.71.153.126 1 None

v 3+ Routing

edstatic Routes
&, Route Maps
b 8 OSPF
b B RIP
b & EIGRP
b 2% Multicast




HAREE: ko 2RI)LJL— |k (Option)

c FURILT—FOTADEMN ()

Option: Tunneled (Default tunnel gateway for VPN traffic) ICF = v 9 & A,
Gateway IP: [Z Gateway @7 KL R (Ex. 192.168.41.254) # A71L [OK] &%
1) w9 ene ¢

IP Address Type: (3 IPvd () IPv6

Interface: [ inside HH
Network: any D
Gateway IP: I 192.168.41.254| ID Metric: 255
Options
() None
[G Tunneled (Default tunnel gateway for VPN traf'ﬁcl
() Tracked
Track ID: Track IP Address:
SLA ID: Target Interface: | inside

{ Monitoring Options )]

Enabling the tracked option starts a job for monitoring the state
of the route, by pinging the track address provided.

C Help ) CCancel) M

[Applyl] #2 ) v o L. REX KM
. S [ D DN B |







VPN EX7E

AnyConnect @

AnyConnect

. AnyConnect

=JL ==

X AE

- Image

Configuration -> Remote Access VPN -> Network (Client) Access ->
AnyConnect Client Settings ~# &1L [Add] 2 ') v ¥

000 Device List
% Add i Delete ¥ Connect

Find: Go
Bl 10.71.132.144:4443

o0 Remote Access VPN

"9 Imroducuon

> 3- AnyConnect Customization/ I_ocal ization
AnyConnect Client Profile

Hk Dynamic Access Policies
m Group Policies

‘ Secure Mobility Selution
> Bp Address Assignment
» 3 Advanced
» [ Clientless 5L VPN Access
> i' AdALocal Users
Host Scan Image

- -

b

FaTs7

| r& Device Setup

) O Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Settings

AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect VPN Client'. The regular
expression is used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to the

top of the list.

Mote: The Cisco AnyConnect 2.5 Client can be downloaded from this link after log on to CCO: AnyConnect 2.5 download

|| % AddjjEf rep qr_-:li Delete

[#]+]

Image

Regular expression to match user-agent

(*)ZDERTE TlE. AnyConnect @A A—
ONILEITIFYFERT DT, CCO &£,
AnyConnect 4 D >O—kLTHEWLTT
=Y,

(Ex. anyconnect-win-3.0.3054-k9.pkg)




AnyConnect

VPN %% : AnyConnect

- AnyConnect D& E - Image (#& &)

[Upload] % ') v % L. AnyConnect 4 »* —2 %$8% L [Upload File] %
)y LET, 7vITBA—FETH. [OKIZ2)vI LET,

AnyConnect Image: _disk1:!anvcannec(—win—3.0.3054—k9.pkg

Chop ) (Gmeal) (n0ND) Crep ) (cancel) [Cooeny)

[Applyl 2 1) v L. BRE & KRR,
[Refresh] 9 ) v L. BZEDEFHAAH

ﬁj Home Maonitoring ‘ Q Savi G Refresh o Back O Forward | ? Help |L{}G|( For: | | Ge

2806 Device List
% Add [ Delete & Connect

AnyConnect Client Images

Find: Go Cisco AnyConnect Client packages can be downloaded from the Cisco We
E 10.71.132.144:4443 ‘] expression is used to match the user-agent of a browser to an image.

an T ————— Y¥ou can also minimize connection setup time by moving the image used



AnyConnect

VPN £%7E: AnyConnect

AnyConnect M&x7E - Group Policy

Configuration -> Remote Access VPN -> Network (Client) Access -> Group
Policies ~# &1L [Add] &2 ') v

2806 Device List
% Add [ Delete & Connect

Manage WPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on

Find: GCo the device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN connection profiles and user accounts.
& 10.71.132.144:4443 To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
5 10.71.132.145 ;1
% Add || & Edit| [ Deleic | Assign
oo Remote Access VPN u |- | = |
- - Connection Profiles {Users
? Imroducmn_ Tunneling Protacal Assigned To
Newwork (Client) Access ( n rna ikevl;ikev2;ssl-client 2tp-ipsec DefaultRAGroup;DefaultL2 LGroup; DefaultWEBY ...

Eb! AnyConnect Connection Profiles
> AnyConnect Customization/Localization
AnyConnect Client Profile
AnyConnect Client Settings
Wl Dynamic Access Policies
%4 Group Policies
D IPsec(IKEvl) Connection Profiles
Secure Mobility Solution
» Gip Address Assignment
» T Advanced
» [ Clientless SSL VPN Access
» g AAA[Local Users
g8 Host Scan Image

&




VPN %% : AnyConnect
- AnyConnect ME&E — Group Policy (#& &)

Ll Pane &Y. General Z##E{R, Name: IC&ARTZ AN (Ex.

AnyConnect

GroupPolicyAC). Address Pools: @ Inherit DF = v &4+ L. [Select] %%
w2 L, RIFEER L7 FLRT—)L%EIR (Ex. vpn_pool). [More
Option] % 'J v %~ L. More Option &8 ZZ&7x & . Tunneling Protocols: M

Inherit DF v o %45 L. SSLVPNClient IZF Tz v & AND,

R=UTFIZHB[OK]ZT )V,

[Applyl] #2 ) v o L. REZ KM

| ——
( Select... )
—

General Name: GroupPolicyAC
Servers
> Advanced Banner: ™ Inherit ‘
SCEP forwarding URL: [ Inherit |
Address Pools: [_] Inherit |vpn_pool
IPv6 Address Pools: [ Inherit
L0
Tunneling Protocols: [ Inherit [ Clientless SSLVPN [ SSL VPN Client [ IPsec IKEvl [ IPsec IKEv2 [ | L2TP/IPsec
1A Eiltar [~ [T,



AnyConnect

VPN £%5€: AnyConnect

- AnyConnect @& %E - AnyConnect 311t

Configuration -> Remote Access VPN -> Network (Client) Access -> AnyConnect
Connection Profiles ~# %) L. Enable Cisco AnyConnect VPN Client access or on the

interfaces selected in the table below [ZF v % L. Interface outside ) SSL Access,
Allow Access & Enable DTLS IZTF v 5,

[Device Certificate] #2 J v L. %&IZEALN VR =L LI=EERAE Z$EE L (Ex
bndemo-CA). [OK] &2 1) v ¥,

00 Remote Access VPN

Intraduction
wwork (Client) Access

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial client
deployment requires end-user administrative rights. The Cisco AnyCannect VPN Client supparts IPsec (IKEv2) tunnel as well as SSL tunnel
with Datagram Transport Layer Security (DTLS) tunneling options.

Specify Device Certif

Device certificate is a digital certificate that identifies this ASA to the clients.

» T3 AnyConnect Customization;Localization
AnyConnect Client Profile
AnyConnect Client Settings

A s

E Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table bel

ici Device Certificate: | bndemo-CA:cn=asa, o=Cisco, I=Minato-Ku, st=Tokyo, ... H‘ Manage...
B Dynamic Access Policies BCCess MuSt De enabled IT you allow AnyConnect Client 1o be 1aunched rom a browser (Web Launch) . ( A C ge... )
3 Group Policies ) — SSLAccess 1Psec (KEv2) Access
IPsec(IKEv1) Connection Profiles s Allow Access Enable DTLS Allow Access Enable Client Services

—
» B Advances nside a 0

» [ Clientless SSL VPN Access
» g AAAfLocal Users

Secure Mobility Solution outside m
» S Address Assignment

oo

) Enable inbound VPN sessions to bypass interface access lists. Group policy and per-user authorization access lists still apply to the
B8 Host Scan Image traffic.

(_Help ) (_Cancel ) (0K )
» f Secure Desktop Manager _ i
» [& Certificate Management LeallEaaeiseting T —
Language Localization — Allow user to select connection profile, identified by its alias, on the login page. Otherwise, DefaultWebVPNGroup will be the
28 | oad Balancing — connection profile.
1 DHCP Server [ shutdown portal login page.
o DNS
» T3 Advanced Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate
to connection profile here.

l 4 Add ! Edit|flf Delete| | Find: @ | ® | O] Match Case |
Name SsL Enabled IPsec Enab\ed Aliases Authentication Method Graup Palicy
DefaullF.AGloup AAA(LOCAL) DrfIlGrnPoIKv

[ o, Device setup |

Connection Profiles A®D [Add] &2 1) v



VPN EX7E

- AnyConnect W& *E - Connection Profile ERk:

. AnyConnect

AnyConnect

I:IIE Eﬂ = EIlLa\I:I

Name: R U Alias: [Z&8i1% A 71 L (Ex. ACCertAuth). Authentication Method:
T Certificate Z#:#1R, Default Group Policy, Group Policy: [Z5EIFEER L 1=
Group Policy Z:EiR (Ex. GroupPolicyAC). Enable SSL VPN client protocol @
HIZF v %A, DNS Servers: (Ex. 192.168.101.1). WINS Servers: (EX.

7= L). Domain Name: (Ex. bndemo.local) Z A9 %,

Basic Name:
Adv
Aliases:
uthenticati
Method: Oama @ c O ko
AAAServerGroup: | ocaL & ( mana ge...
ddre:
P Servi
e O pH O
Address Pools: Select...
it IPV6 ress Pools: Select...
Pvi s pool i pol
efaul
Gre Pol GroupPolicyAC d Manage...
(Following fields
™ Enable SSL Vi ocol
[_| Enable IPsec(| ) otocol
DNS Serve
WINS Servi
Domain Name:  bndemo.local
\ O @
C ) C ) )




VPN 3

nZL
AnyConnect ME&E - Connection Profile {ERk:

. AnyConnect

AnyConnect

sEBAZEREE (W)

Z/lD Pane & Y. Advanced > Group Alias/Group URL &£ #&5 L. "Group
URLs” M Add %2 ') v % L. Group URL & A} (Ex.
https://10.71.153.80/ACCertAuth). Enable [TF T v Y F#ANb, TN,
v,

[OK] %7

‘| [urc
https://10.71.153.8

Basic | Enable the display of Radius Reject-Message on the login screen when authentication is rejected
¥ Advanced
Cenera | "] Enable the display of Securld messages on the login screen
ihtht "tddr: SSSSS Connection Aliases
Su E; |ca‘;unh This SSL VPN access method will present a list of aliases configured for all connection profiles. You must enable the
econdary Authe Login Page Setting in the main panel to complete the configuration.
Authorizatien
Acc 48 Add|E Delete| (The table is in-line editable)) @
GCroup Alias /Crot Enabled

This SSL VPN access method will automatically select the connection profile, without the need for user

| & Add |J=rmaree
Enabled ‘

selection.

0/ACCertAuth

Do not run Cisco Secure Desktop (CSD) on client machine when
— ASA. (If a client connects using a connection alias, this s

using group URLs defined above to access the
etting is ignored.)

Group URLs =

( Help ) (Ca

ncel) E OK 3

URL:  https://10.71.153.80/ACCertAuth

™ Enabled

C Help) (Cancel) f oK 3




AnyConnect

VPN %7€ : AnyConnect

- AnyConnect D&% E - Connection Profile fEf: 11— 25E(O—AJL)

Name: & U Alias:IZ£&#i% A5 L (Ex. ACUserAuthLocal). Authentication Method: T
AAAZEIR, AAA Server Group T LOCAL #:ER, Default Group Policy, Group Policy:
(251 EERL L 7= Group Policy % :#3#R (Ex. GroupPolicyAC). Enable SSL VPN client
protocol MAIZF = v ZF A4, DNS Servers: (Ex. 192.168.101.1)., WINS Servers:
(Ex. 7 L). Domain Name: (Ex. bndemo.local) # A L9 %,

Basic Name: ACUserAuthLocal

Authentication

Aliases: ACUserAuthLocal

Method: @ aaa () Centificate () Both
AAA Server Group: [ LOCAL H ( Manage... )
] Use LOCAL if Server Group fails
(Client Address Assignment
DHCP Servers:
@ None (O DHCP Link () DHCP Subnet
Client Address Pools: Select...
Client IPvé Address Pools: Selec
IPv6 address pool is only supported for SSL.
Default Group Policy
Group Policy: CroupPolicyAC 5 Manage...

(Following fields are atti
¥ Enable SSL VPN client protocol
[_| Enable IPsec(IKEv2) client protocol

ributes of the group policy selected above.)

DNS Servers:

192.168.101.1

WINS Servers:

Domain Name:  bndemo.local

@ Next @ Previous

Find: e



VPN %% : AnyConnect

AnyConnect ME&*E - Connection Profile {Epk: 21—

L)

AnyConnect

EI'L.\ nIE ( H— jj

ZID Pane & Y. Advanced > Group Alias/Group URL &£ # &1L . "Group
URLsS” M Add %2 ') v L. Group URL & A H1 (Ex.

https://10.71.153.80/ACUserAuthLocal). Enable [CF vV & AND, TDE.

[OK]ZV Uw o,

Basic

"] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
¥ Advanced

General |_| Enable the display of Securld messages on the login screen
Client Addressin|

o Connection Aliases
Authentication

Page Setting in the main panel to complete the configuration.
Authorization

Accounting % Add (The table is in-line editable.) ©

This SSL VPN access method will present a list of aliases configured for all connection profiles. You must enable the Login
Secondary Authe

This SSL VPN access method will automatically select the connection profile, without the need for user selection

B URL

>

Enabled
https:/f10.71.153.80/ACUserAuthLocal

Group Alias /Grot Alias Enabled
Group URLs

URL: https://10.71.153.80/ACUserAuthLocal

# Enabled

a client connects using a connection alias, this setting is ignored.)

( Hep ) ( cancel ) (oK)
— Do not run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above to access the ASA. (If

@ Next @ Previous




nZL

VPN 3

. AnyConnect

=JL ==

- AnyConnect MEXE -

Connection Profile {Epl: 21—

AnyConnect

HEEEE(AD)

Name: R U Alias: IZ8&R1% A L (Ex. ACUserAuthAD). Authentication Method: T
AAAZEIR,. AAA Server Group T AD #:ER, Default Group Policy, Group Policy: [Z
5elE EYERL L 1= Group Policy %#3#3iR (Ex. GroupPolicyAC). Enable SSL VPN client
protocol MAIZF = v ZF A4, DNS Servers: (Ex. 192.168.101.1)., WINS Servers:

(Ex. 7& L). Domain Name: (Ex. bndemo.local) # A 719 %,

Basic Name: ACUserAD
» Advanced
Aliases: ACUserAD
Authentication

Method: @ aaa O Certificate () Both

AAA Server Group: [ AD H-q C Manage... )
[_| Use LOCAL if Server Group fails

(Client Address Assignment

DHCP Servers:
@ None () DHCPLink () DHCP Subnet

Client Address Pools: Select...

Client IPvé Address Pools: Select...

i IPvE address pool is only supported for SSL.
Default Group Palicy

Group Policy: GroupPolicyAC j Manage...
(Following fields are attributes of the group policy selected above.)
# Enable SSL VPN client protocol
_| Enable IPsec(IKEv2) client protocol
DNS Servers: 192.168.101.1
WINS Servers:
Domain Name:  bndemo.local

| Find: @ Next @ Previous |

- C Help ) (Can(el) e_ﬁK_a -

isco and/or its affiliates. All rights reserved




VPN 3

nZL

AnyConnect ME&*E - Connection Profile {Epk: 21—

. AnyConnect

AnyConnect

EI'L.\I:IIE(AD)

ZID Pane & Y. Advanced > Group Alias/Group URL &£ # &1L . "Group
URLs” M Add %2 ') v % L. Group URL & A} (Ex.

https://10.71.153.80/ACUserAuthAD). Enable [CF vV & AND, TDE.
[OK] &2 ) v,

Authentication
Secondary Authe
Authorization
Accounting

Group Alias/Grot

Client Addressin

Basic ("] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
¥ Advanced
General ] Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You must enable
the Login Page Setting in the main panel to complete the configuration.

|4 Add|[E Delete| (The table is in-line editable.) @

Alias Enabled

Group URLs

This SSL VPN access method will automatically select the connection profile, without the need for user selection

>
Enabled

80 /ACUse

rAuthAD

Do not run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above to access
— the ASA. (If a client connects using a connection alias, this setting is ignored.)

URL: https://10.71.153.80/ACUserAuthAD

# Enabled

C Help ) (Cancelj} (—OK—)

@ Next @ Previous

( Help) (Cancel) ( oK )




AnyConnect

VPN %% : AnyConnect (Option)

AnyConnect ME&%E - Connection Profile
SSLVPN Login Page E£IZ, a4 23> 7RAI77A4ILDYR MERRIED

=

axX ;&

“Login Page Setting” @ “Allow user to select connection profile, identified by
its alias, on login page. Otherwise, DefaultWebVPNGroup will be the

connection profile” [TF T v Y & ANn5,

Login Page Setting

™ Allow user to select connection profile, identified by its alias, on the login page. Otherwise, DefaultWebVPNGroup will be the
connection profile.

[_] Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from
certificate to connection profile here.

[# Add|# Edit| ] Delete| ‘Find: © | © | O Match Case

Name 55L Erlahled_ IPsec Erlahled_ Aliases Authentication Method Group Palicy

ACCertAuth ™ G Certificate GroupPolicyAC F
ACUserAuthLocal B ACUserAuthLocal AAA(LOCAL) GmupPoIlchC
——:—
L2ZTPGroup = AAAAD) GroupFoIlchZTF

) Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection
— profile matches the certificate map will be used.

ﬂp I . E&% S






VPN EX7E

L2TP

: L2TP/IPSec - IKE K1) —

IKE R —DEETE
Configuration -> Remote Access VPN -> Network (Client) Access -> Advanced
-> |PSec -> IKE Policies & #E1 L. IKEv1 Policies @ [Add] 5 1) v &

2800 Device List
% Add [f] Delete & Connect

Find: Go

™Y , J» S |
a8 Remote Access VPN

H) Dynamic Access Policiet
m Group Policies
ED! IPsec(IKEv1) Connection
[l Secure Mobility Solution
> &p Address Assignment
v Advanced
> Endpoint Security
> = SSL VPN
v IR Psec
IR Crypto Maps
LN IKE Policies
% IKE Parameters

O Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPsec > IKE Policies

Configure specific Internet Key Exchange (IKE) algorithms and parameters, within the IPsec Internet Security Association Key
Management Protocol (ISAKMP) framework, for the AH and ESP IPsec protocols.

IKEv1 Policies
% AddE Edic|{l] Delete

Priority # Encryption Hash D-H Group Authentication Lifetime (seconds)

IKEv2 Policies
|'Il Addl' Ed |‘ De .3:.3|




VPN 7

nZL

- IKE 7/R1) >—m3

RL.

sha

[Apply] 22 ') v U L.

Priority:

L2TP - PSK

: L2TP/IPSec - IKE K1) —

%% (#xE) - L2TP/IPSec PSK

Priority 5. Authentication, Encryption, D-H Group, Hash % 4 T MDEiR % &
[OK]Z2 v P

Ex. Priority: 65535, Authentication: pre-share, Encryption: 3des, D-H Group: 2, Hash:

65335

Authentication: [ pre-share

Encryption:

D-H Group:

Hash:

Lifetime:

°d

v

[Edes / }.;.]
/— -
[ 2 S B
A
[ sha / }_H
(] Unlimited | | 86400 | seconds %]

( Help ) (Cancel) E—ﬁl&-}

BrR {8 T wifi/3G Br & Lo =15 4.
ISAKMP rekey 4 L < [&. I12tp tunnel hello
(T724ILE60R) DEVADEA I VY
T. L2TP/IPSec b RILHUIEISNET,
ISAKMP @ Rekey DEEFE(F DEE & Y
EE_IHEO

I2tp tunnel hello &, CLI IZTEREEEH
ﬁbo
Ex. 30MZEREYT o5HF
asa# conft
asa(config)# 12tp tunnel hello 30
asa(r\nnfig)#

ARE T R BR



L2TP - CRT

Ut/_

/lo

EH VPN %% L2TP/IPSec — IKE 7

- IKE K1) O—®DERTE (#tF) - L2TP/IPSec CRT
Priority 5. Authentication, Encryption, D-H Group, Hash 2 4 70Dk % &
RL. [OK1 &V vy

Ex. Priority: 65530, Authentication: rsa-sig, Encryption: 3des, D-H Group: 2, Hash: sha

= JONé dd IKE Policy
WK {8l T wifi/l3G Br & - 1355,
Priority: 65530 ISAKMP rekey % L < [&. 12tp tunnel hello
Authentication: | rsa-si w | | G7Areom) pRVEDS (ST
JrenHeston k A T. L2TP/IPSec kYA S hET,
Encryption: | 3des yal ISAKMP @ Rekey D& FE (X Z DEE & Y
/ EEARE,
D-H Group: [ 2 J/ B
/ = =
Hash: [“sha / B IAZEIp tunnel hello [, CLI [CTEREZEER
= HEo
Lifetime: [ Unlimited || 86400 | | seconds |3 Ex. 30 R TET HES
asa# conf t
Hel Cancel oK asa(config)# I2tp tunnel hello 30
C elp ) C ance ) E 3 ) asa(pnnﬁg)ﬁ
A

[Applyl] #2 ) v o L. REF R



[ LoTP
VPN £%7%E: L2TP/IPSec - 5
74—

- FSURTH—Lty FOEE

Configuration -> Remote Access VPN -> Network (Client) Access -> Advanced

-> |PSec -> IPSec Proposals (Transform Set) IZ#8&) L IKEv1 IPSec
Proposals (Transform Sets) @ [Add] 2 1) v ¥

% Add [ Delete & Connect
Find: Co Specify Transform Sets
| 2 10.71.132.144:4443 ﬂJ IKE v1 IPsec Proposals (Transform Sets)
R te A VPN
00 Emote Access |'Ii Adg' Ldu:l'- Dele:e|

Hl Dynamic Access Policies =

ﬁ Group Policies Name Mode ESP Encryption ESP Authentication

&} IPsec(IKEv1) Connection Profiles

’.. Secure Mobility Solution

b Bip Address Assignment
v 17 Advanced

» Endpoint Security

b =g SSLVPN

v IR psec
IR Crypto Maps IKE v2 IPsec Proposals
% IKE Policies
8 IKE Parameters |+ Addl' Ld"‘l' DE|E:E|
@ IPsec Proposals (Transform Sets) Name Encryption Integrity Hash
@ IPsec Prefragmentation Policies

» [ Certificate to Connection Profile Ma;{:
R L T b i




[ LoTP

VPN %% : L2TP/IPSec - 52X
74— L
c FSURTH—LtY FOERTE ()

Name: (EE D% FE A ], Mode: Transport, ESP Encryption & Authentication %
AAL[OKIZEO U v,

Ex. Set Name: 12tp_transform, Mode: Transport, ESP Encryption: 3DES, ESP
Authentication: SHA

Set Name:  I2tp_transform

~Properties

[Applyl] #2 ) v o L. REX KM
. S [ D DN B |



[ LeTP

)

VPN £%7%E: L2TP/IPSec - Crypto Map

=JL ==

Crypto Map MDEx7E

Configuration -> Remote Access VPN -> Network (Client) Access -> Advanced
-> |PSec -> Crypto Maps ~BEL [Add]| Z0 ) v D

i o e
% Add T[] Delete ﬁﬁnnnect

Find: GCo .'F_r:lil: - MW Delete | + % | % Ba @ - | Q Find B Diagram

| B 10.71.132.144:4443 ol m— Traffic Selection
Type:Priority 7 Source Destination Service | Action Transform Set (IKEv1) | IPsec Proposal (|
A8 Remote Access VPN
Bl Dynamic Access Policies [

ﬁ Group Policies

’. Secure Mobility Solution
> S Address Assignment
v Advanced

» |22 Endpoint Security

b 5 SSL VPN

v 1B |psec

& IKE Policies

% IKE Parameters
&% IBcar Dranncals iTrancfarmm Safch




L2TP

VPN %% : L2TP/IPSec - Crypto Map

- Crypto Map DETE (HZ)
Interface: outside, Policy Type: dynamic #3#E1R, IKE vl IPsec Proposal: [Z3¢
(X EERLLT=H D (Ex. 12tp_transform) Z38F L [OK] &0 ) v

[ Tunnel Policy (Crypto Map) - Basic = Tunnel Policy (Crypto Map) - Advanced | Traffic Selection ]

Interface: | outside 3 Policy Type: | dy... ! Priority: 1

-IPsec Proposals (Transform Sets)

IKE v1 IPsec Proposal: |12tp_transform (" Select... )
IKE v2 IPsec Proposal: ( select... |

[Apply] 0 U vV L. HEZTRIR



[ LoTP

VPN X7 L2TP/IPSec - JIL— TR o —&%
i€

- TIL—TKR) O—DERK
Configuration > Remote Access VPN > Network (Client) Access > Group
Policies ~# &1L [Add] &2 ') v

@ H{}me Monitoring ‘ Q Save G Refresh ‘o Back 0 Forward ‘ ? Help ‘L{H}k For: | | Go 'c'l"s'élo"
080 Device List
% Add [ Delete & Connect

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may
Find: Go be stored internally on the device or externally on a RADIUS/LDAP server. The group policy information is referenced

M‘ by VPN connection profiles and user accounts.

00 Remote Access VPN

To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

2 introduction (& Add l & Edit| [l Delete

Name Type Tunneling Protocol AAM Server Group
; ) DfitGrpPolicy (System Default) ssl-clientless, |2 tp-ipsec
» T3 AnyConnect Customiza sl n De e entle p-ipse i
AnyConnect Client Profil
AnyConnect Client Settir

Bk Dynamic Access Policies

7 site-to-site VPN

Eg) Device Management



[ LotP

X EF - L2TP/IPsec - 7 )L— TR O —&&TE

c GIL—THRYO—DER (F)
[Name:] IZ4 81 % A 71 (Ex. GroupPolicyL2TP). Address Pools: @ Inherit @
FzyI%&HL., [Select] #0)v o L., RIFEERLIZ7 FLRT—IL%EE
R (Ex. vpn_pool). [More Option] %2 ') v % L. More Option Ex=RR .
Tunneling Protocols: @ Inherit ®F v Y Z45 L. SSLVPN Client IZF T v
D ANnd,

R=UTFIZHB[OK]ZT )V,

General Name: GroupPolicyL2TP
Serve '
> Advanced Banner: ™ Inherit ‘ ‘
SCEP forwarding URL: [ Inherit | |
Address Pools: [ Inherit ~ vpn_pool Selec
IPv6 Address Pools: [ Inherit ( select... )

Tunneling Protocols: [ Inherit [ Clientless SSLVPN [ SSL VPN Client [ IPsec IKEvl [ | IPsec IKEv2 [ L2TP/IPsec

[Applyl] #2 ) v o L. REZ KM



L2TP - PSK

= EH — L2TP/IPsec PSK

- AR arTATFAIDERE
Configuration -> Remote Access VPN -> Network (Client) Access ->
IPSec(IKEv1) Connection Profiles ~f& &
Access Interfaces: outside @ Allow Access [CF T v EAND

Connection Profiles T DefaultRAGroup & [Edit] %2 1) v ¥

2888 Device List

~ ~ Configuration > Remote Access VPN > Network (Client) Access > IPsec(IKEv1) Connection

% Add [ Delete @ Connect ~ ~ Profiles
Find: Co Access Interfaces
= 10.71.132.144:4443 ) Enable interfaces for IPsec access.
[al&) Remote Access WPN Interface Allow Access

outside
‘5’ Introduction A

v 5 Network iClient) Access inside

0@

» ’.. E#d AnyConnect Cu slomlzalmnfmcallzation
AnyConnect Client Profile
AnyConnect Client Settings
g Dynamic Access Policies
ﬁ Grou p Fohcnes

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters.

| Add [ Edit) [T e e
).' Secure Mﬂh IIW SU'IUtW“ Name a1/ Ipsec Enabled L2TP/IPsec Enabled Authentication Server Group  Group Policy
b Bp Address Assignment » DefaultRAGroup ] ] LOCAL DiltGrpPolicy
» T Advanced DefaultWEBVPNGroup 4 i LOCAL DfitGrpPolicy

b [ Clientless SSL VPN Access
b ' AAA/Local Users



L2TP - PSK

EH - L2TP/IPsec PSK

. AR IVTATFAILDERTE ()

Pre-shared Key (Ex. Pre-shared Key: cisco) Z A 1. Server Group: LOCAL #
ER (> O—HILEREE) £ L <X, AD Z:#R (2 S EFEREE). Group Policy: [Z

YERL LT+ D Z:ER (Ex. GroupPolicyL2TP).

“Enable IPsec proposal” BT

“Enable L2TP over IPSec proposal” IZF v IO N EHEZHRET 5,

e

User Authentication
Server Group: [ LOCAL 3 ( Manage... )

Fallback: ] Use LOCAL if Server Group fails

(Client Address Assigment

" DHCP servers:

(*) None () DHCP Link () DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: GroupPolicyL2TP

:J Manage...
(Following fields are attributes of the group policy selected above.)
@ Enable IPsec protocol

¥ Enable L2TP over IPsec protocol

Find: @ Next @ Previous

(Help) (Cancel) ( OK )

Basic Name: e u Basic Name: efaultRAGrou
» Advanced D jj }LE}]E » Advanced *ﬁBAD
=X =
IKE Peer Authentication AR IKE Peer Authentication fita
Pre-shared Key: ~ eeeee Pre-shared Key: ~ esese
Identity Certificate: [ -- None —- 3| (_ Manage... ) Identity Certificate: [ -- None -- H ( Manage... _)

User Authentication

Server Group: [ AD

H ( Manage... )

Fallback: ("] Use LOCAL if Server Group fails

(Client Address Assigment

| DHCP Servers:

@ None () DHCP Link () DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: CroupPolicyL2TP ﬂ Manage...
(Following fields are attributes of the group policy selected above.}
S Enable IPsec protocol

E Enable L2TP over IPsec protocol

( Help_) (Can(el) E OK 3
e —




[ L2TP - PSK |

= EH — L2TP/IPsec PSK

. AR IVTAOTF7FAILDETE ()

ZAlD Pane &Y. Advanced > PPP &#E) L. "Specify the authentication
protocol permitted for a PPP connection” T “PAP” D& IZF = v U Z# A1,
[OK]Z=2 Vv P,

Basic Specify the authentication protocols permitted for a PPP connection.
¥ Advance d ] CHAP
General
Client Addressini [ Ms-CHAP-v1
Authentication [] MS-CHAP-V2
Authorization
Accounting o pap
> IPsec [_] EAP-PROXY
PPP

Note: L2TP/IPsec on ASA only supports certain AAA Server and PPP combinations. &

Find: | | @ Next @ Previous

( Help) (Cancel) ( oK )

[Applyl 22 1w o L. HTE & RIE
B [ D DN B |



TEH — L2TP/IPsec CRT

e AR 3TATFALILDER

Configuration -> Remote Access VPN -> Network (Client) Access ->
IPSec(IKEv1) Connection Profiles ~f& &

Connection Profiles [Add] &9 ') v &

000 Device List -~ ~ Configuration > Remote Access VPN > Network (Client) Access > IPsec(IKEv1) Connection
% Add [ Delete @ Connect ~ ~ Profiles
Find: Co Access Interfaces
M 10.71.132.144:4443 ) Enable interfaces for IPsec access.
88 Remote Access VPN Interface Allow Access
= utsid
‘9 Introduction ™ f’ _5 € g
v BB Network (Client) Access inside —
B AnyConnect Connection Profiles
T AnyConnect Customization,Localization
AnyConnect Client Profile
AnvCor!nect Client S?t_tings Connection Profiles
ggvnam: J:C:CESS Policies Connection profile (tunnel group) specifies how user is authenticated and other parameters.
roup Policies
% Add|E Edit| [ Delete
Secure Mﬂh'IW 50'““'5“ Name 4 1 |psec Enabled L2TP/IPsec Enabled Authentication Server Group | Group Policy
[ &p Address Assignment " DefaultRAGroup ™ ™ LOCAL DfitGrpPolicy
» @ Advanced DefaultWEBVPNGroup ™ T LOCAL DfitGrpPolicy

b [ Clientless SSL VPN Access
b ' AAA/Local Users



EH - L2TP/IPsec CRT

- AR 7Y
Name: [Z1—

a7 74103
HEIBAZE TIEET S OU LR L+ D (Ex. L2TPGroup)

XE ()

Identity Certificate % 3%E1R (Ex. bndemo-CA). Group Policy: [CERE L=+t D %

R (Ex. GroupPolicyL2TP).

“Enable IPsec proposal” & U “Enable L2TP

over IPSec proposal” [ZF T INHHEEMHERL [OK] ')

[Apply] 22 ') v U L.

Basic o
Name: L2TPCroup
» Advanced D jj}l/nhn
IKE Peer Authentication
Pre-shared Key:
Identity Certificate: [ bndemo-CA:c }((C sco, I=Minato-ku, st=Tokyo, .. ( Manage... _)
User Authentication
Server Group: [ LOCAL B ( Manage... )
Fallback: [Tl Use LOCAL if Server Group fails
Client Address Assigment
" DHCP Servers:
(*) None () DHCP Link () DHCP Subnet
Client Address Pools: Select...
Default Group Policy
Group Policy: GroupPolicyL2TP :J Manage...
(Following fields are attributes of the group policy selected above.)
@ Enable IPsec protocol
@ Enable L2TP over IPsec protocol
Find: @ Next @ Previous
( Help _) ( Cancel _) ( 0K )

ARTE T R

Basic g prd
Name: L2TPGroup
» Advanced 9* BAD”"' AR
IKE Peer Authentication
Pre-shared Key:
Identity Certificate: [ bndemo-CA:cn=asa; 0=Cisco, |=Minato-ku, st=Tokyo, ... 3| ( Manage... _)
User Authentication
Server Group: [ AD B ( Manage... )
Fallback: [C] Use LOCAL if Server Group fails
Client Address Assigment
" DHCP Servers:
(*) None () DHCP Link () DHCP Subnet
Client Address Pools: Select...
Default Group Policy
Group Policy: GroupPolicyL2TP _J Manage...
(Following fields attributes of the group policy selected above.)
@ Enable IPsec protocol
@ Enable L2TP over IPsec protocol
Find: @ Next @ Previous

(Help) (Cancel) ( 0K )




[ L2TP-CRT |

= EH — L2TP/IPsec CRT

. AR IVTAOTF7FAILDETE ()

ZlD Pane &Y. Advanced > PPP &# &)L . "Specify the authentication
protocol permitted for a PPP connection” T “PAP” D&IZF = v T & AL,
[OK]Z=2 Vv P,

Basic Specify the authen n protocols permitted for a PPP connection.
¥ Advance d ] CHAP
General
Client Addressini [ Ms-CHAP-v1
Authentication [] MS-CHAP-V2
Authorization
Ac ing o pap
> IPsec [_] EAP-PROXY
PPP

Note: L2TP/IPsec on ASA only supports certain AAA Server and PPP combinations. &

Find: | | @ Next @ Previous

( Help) (Cancel) ( oK )

[Applyl] 22 ) v o L. HTE %Rk
B [ D DN B |






ASA Sample Config

! object network vpn_cleints
hostname asa range 192.168.102.101 192.168.102.110
domain-name bndemo.local access-list outside_access_in extended permit ip any object server
enable password 2KFQnbNIdI.2KYOU encrypted pager lines 24
passwd 2KFQnbNIdI.2KYOU encrypted logging enable
names logging asdm informational
! mtu outside 1500
interface GigabitEthernet0/0 mtu inside 1500
nameif outside ip local pool vpn_pool 192.168.102.101-192.168.102.110 mask
security-level 0 255.255.255.0
ip address 10.71.153.80 255.255.255.128 no failover
! icmp unreachable rate-limit 1 burst-size 1
interface GigabitEthernet0/1 asdm image disk0:/asdm-645.bin
nameif inside no asdm history enable
security-level 100 arp timeout 14400
ip address 192.168.101.254 255.255.255.0 nat (outside,inside) source static vpn_cleints vpn_cleints
1 1
interface GigabitEthernet0/2 object network server
shutdown nat (any,any) static 10.71.153.81
no nameif !
no security-level nat (any,outside) after-auto source dynamic any interface
no ip address access-group outside_access_in in interface outside
! route outside 0.0.0.0 0.0.0.0 10.71.153.126 1
interface GigabitEthernet0/3 timeout xlate 3:00:00
shutdown timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
no nameif 0:00:02
no security-level timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
no ip address mgcp-pat 0:05:00
! timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
interface Management0/0 disconnect 0:02:00
shutdown timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
no nameif timeout tcp-proxy-reassembly 0:01:00
no security-level timeout floating-conn 0:00:00
no ip address dynamic-access-policy-record DfltAccessPolicy
! aaa-server AD protocol nt
ftp mode passive aaa-server AD (inside) host 192.168.101.1
dns server-group DefaultDNS nt-auth-domain-controller 192.168.101.1
domain-name bndemo.local user-identity default-domain LOCAL
same-security-traffic permit intra-interface http server enable
object network server http 0.0.0.0 0.0.0.0 outside
host 192.168.101.1 no snmp-server location
no snmp-server contact



ASA Sample Config - Cont

snmp-server enable traps snmp authentication linkup linkdown
coldstart warmstart
crypto ipsec ikevl transform-set [2tp_transform esp-3des esp-sha-
hmac
crypto ipsec ikevl transform-set [2tp_transform mode transport
crypto dynamic-map outside_dyn_map 1 set ikevl transform-set
|12tp_transform
crypto map outside_map 65535 ipsec-isakmp dynamic
outside_dyn_map
crypto map outside_map interface outside
crypto ca trustpoint bndemo-CA
revocation-check crl none
enrollment terminal
subject-name CN=asa,0=Cisco,C=]P,St=Tokyo,L=Minato-ku
keypair asa.key
crl configure
policy static
url 1 http://192.168.101.1/CertEnroll/bndemo-CA.crl
no protocol Idap
no protocol scep
crypto ca certificate chain bndemo-CA
certificate ca 344679022a7810924c265fb083e460de
30820361 30820249 a0030201 02021034 4679022a 7810924c
265fb083 e460de30
0d06092a 864886f7 0d010105 05003043 31153013 06020992
268993f2 2c640119
16056¢6f 63616c31 16301406 02099226 8993f22c 64011916
06626e64 656d6f31
1
I <snip>
1
quit
certificate 14e87d8f000000000004
3082054a 30820432 a0030201 02020a14 e87d8f00 00000000
04300d06 09228648
86f70d01 01050500 30433115 3013060a 09922689 93f22c64
01191605 6¢c6f6361
|
I <snip>
1

.quit

crypto ikev2 remote-access trustpoint bndemo-CA
crypto ikevl enable outside

crypto ikev1 policy 65530

authentication rsa-sig

encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 65535

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

ssl trust-point bndemo-CA outside

webvpn

enable outside

anyconnect-essentials

anyconnect image diskl:/anyconnect-win-3.0.3054-k9.pkg 1
anyconnect enable

tunnel-group-list enable

group-policy GroupPolicyAC internal

group-policy GroupPolicyAC attributes

wins-server none

dns-server value 192.168.101.1
vpn-tunnel-protocol ssl-client

default-domain value bndemo.local

address-pools value vpn_pool

group-policy GroupPolicyL2TP internal
group-policy GroupPolicyL2TP attributes
vpn-tunnel-protocol ikevl 12tp-ipsec
address-pools value vpn_pool

username acuser password j39fuvcRZNDqQeK7 encrypted
username admin password e1z89R3cZe9Kt6Ib encrypted privilege
15

username |2tpuser password XIAPE6POhuOIQN1OczHpog== nt-




ASA Sample Config - Cont

tunnel-group DefaultRAGroup general-attributes
authentication-server-group AD
default-group-policy GroupPolicyL2TP
tunnel-group DefaultRAGroup ipsec-attributes
ikevl pre-shared-key *****

tunnel-group DefaultRAGroup ppp-attributes
authentication pap

no authentication chap

no authentication ms-chap-v1

tunnel-group ACCertAuth type remote-access
tunnel-group ACCertAuth general-attributes
default-group-policy GroupPolicyAC

tunnel-group ACCertAuth webvpn-attributes
authentication certificate

group-alias ACCertAuth disable

group-url https://10.71.153.80/ACCertAuth enable
tunnel-group ACUserAuthLocal type remote-access
tunnel-group ACUserAuthLocal general-attributes
default-group-policy GroupPolicyAC

tunnel-group ACUserAuthLocal webvpn-attributes
group-alias ACUserAuthLocal enable

group-url https://10.71.153.80/ACUserAuthLocal enable
tunnel-group ACUserAD type remote-access
tunnel-group ACUserAD general-attributes
authentication-server-group AD
default-group-policy GroupPolicyAC

tunnel-group ACUserAD webvpn-attributes
group-alias ACUserAD enable

group-url https://10.71.153.80/ACUserAuthAD enable
tunnel-group L2TPGroup type remote-access
tunnel-group L2TPGroup general-attributes
authentication-server-group AD
default-group-policy GroupPolicyL2TP
password-management

tunnel-group L2TPGroup ipsec-attributes

ikev1 trust-point bndemo-CA

tunnel-group L2TPGroup ppp-attributes
authentication pap

no authentication chap

no authentication ms-chap-v1l
!

class-map inspection_default
match default-inspection-traffic
]
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect ip-options
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
]
service-policy global_policy global
prompt hostname context
call-home reporting anonymous prompt 2
call-home
profile CiscoTAC-1
no active
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily
: end







7547 2 ki%x%E: AnyConnect

- AnyConnect 7 7 #4AH>on—KkLET,
iPhone/iPad

http://itunes.apple.com/ijp/app/cisco-anyconnect/id392790924?mt=8

Android
AnyConnect for Samsung

https://market.android.com/details?id=com.cisco.anyconnect.vpn.android&hl=ja
AnyConnect for Rooted Device

https://market.android.com/details?id=com.cisco.anyconnect.vpn.android.rooted&hl=ja
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7547 2 FexE: AnyConnect

1. A—HEIRE, CAFIBAZEZ T /NNAM RIZA VR =L
iPhone/iPad
CA. A—HEBAZEFT/N\A RIZA VR b=,
Android
CA SEBAZ: FI\A RIZTA4 VR =L,
aA—HEEBAE: AnyConnect 77U IZA VA M—ILT BEMNH S A, URI Handler
(*) =EHA,
(*)
http://www.cisco.com/en/US/partner/docs/security/vpn client/anyconnect/
anyconnect24/release/notes/rn-ac2.4-android.html#wp1082290

=JL ==

2. AnyConnect Connection &
Add VPN Connection &K YEZEZ AN


http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html
http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html
http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html
http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html
http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html
http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html
http://www.cisco.com/en/US/partner/docs/security/vpn_client/anyconnect/anyconnect24/release/notes/rn-ac2.4-android.html

HSALT Uk

c BRTEFEH LTI

QA _
e

Connection Editor

Android

SLr—,

=2 /& . AnyConnect

Description: {EE D & i

Server Address:
ar9$3>7a774)L Group URL T
ER L= DZEAN

Ex:

https://10.71.153.80/ACCertAuth
https://10.71.153.80/ACUserAuthLocal

https://10.71.153.80/ACUserAuthAD

Network Roaming: 3G
<-> wifi Roaming A%}
iPhone/iPad ) #

Certificate: ZEBAZE2;
FFICEEBAE &5 %E

Connect On Demand:
REZITIHES.ON
HIL T
iPhone/iPad M #&

Domain List; RR—

il SoftBank = 15:57 =t

Delete VPN Connection

IPhone
N I


https://10.71.153.80/ACCertAuth
https://10.71.153.80/ACUserAuthLocal
https://10.71.153.80/ACUserAuthAD

54T 2 RERTE:

bndemo cert Domains

Always Connect

Never Connect

Connect If Needed

This screen allows you to configure the Connect On
Demand function: :lt provided by Apple iOS.

AnyConnect

BREY LTI (#E) - Connect On Demand

il SoftBank = 16:02 =

Always Connect:
BELEFAUIC—HITETRLAAHSEE
(. ZTDT=h D VPN it Rsa.

Always Connect:
DNS Ly o7y T MRELI-RTOH. $EEL
R A E—HT HT7 K LAT VPN &z

Ly
Ho







HS5A4 72 Ri%TE: L2TP/IPSec - iPhone/iPad

- iPhone/iPad (L2TP/IPSec PSK (D #)
&E > VPN > VPN ¥ %Em

il SoftBank 2 17:03 58 % @

*vvel | fBhEIEl #

BB EE DA

L2TP PPTP ‘ IPSec ] H—/\: LY —/\% or PRLR
Ex) 10.71.153.80
- N
=L L2TP psk AD

ThOUN ERTH51—F4
- 10.71.153.80 Ex) aduser

FHoY bk aduser
RSA SecurlD A7
o—HLyk TSz —

KA —F / Ex) cisco

V=LY eeeee

TRTDESEEE 4>

A A

(=t !
I [ DU e D |




547 RERE: L2TP/IPSec PSK -
Android

An d ro | d (*) BIEICE - TIEAZ 2 —IESIHBENHYET,
BRE > BIRERY T —Y > VPNERTE > VPNDIEN gy RO & Toaam
(*) L2TP/IPSec PSK VPNZEE
L2TP/IPSec PSK VPN % 3&0 VPNE
FHEEZEAND VPNY—/\— %8
VPN% : .Eiég)%-ﬁ‘ﬁ 10.71.153.80
(Ex. L2TP PSK AD) IPsecBRIHB-DEE

IPsecERIE+ —NRESNET

L2TPEF1)T1IREEZ=B%D

VPN —/N\—DRE HE{RI—/\ B or7 LR
(Ex. 10.71.153.80)
IPSecE R AR DERE: ASA TELE L 1= pre-share-key

L2TPE#1Y)711REE L)

(Ex. cisco)
L2TPEF a2 U T A REZEMZTH: FzvI7GL DNSIRZER X1
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54T REE: L2TP/IPSec CRT -
Android

- WEITHLD
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CAREBAZE
Web H—/\—73 EIZ CASEEAE (.cer) ZEZ. Android D 75O —h 7o XL
AR =)L

(*) R IZ IS TFAZ 22— EBESBELHYET .



54T FERE: L2TP/IPSec CRT -
Android

Android () BB £ TIEAZ 1 —AESBENBYET .
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(Ex. 10.71.153.80)
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A—YEFBZE/ERLFNIE Windows CA
Server

A—JEEBAEDER

PC 754 —& Y http://<CA server>/certsrv [CT7 7 £ X

AEBAZEZEKYT 5 > sEEAEDERDFMETE > COCANDERZERLEET S
2. SHFEAL

GE: CCCETS BRI Aaxro2araJrAILEaERLED)
[T XAR—FAREGRF—ELTY—V1 ITFzv I EAND
EE] 20099
TCOBEEZA VR =L 0 )9

(274 ILE%HEELTEIT] &Y mmec ZE1T
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(a>y—JLib—tk) > TEEBAE-RAEOI—Y] > EA] > TEAE] K YEEFESM VX
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IAS (Radius) —/\s&RE A%

- Y27 LIUR:

http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products confiqurat
ion example09186a00806de37e.shtml#configuringthemicrosoftserverwithias

- ASA Config for Radius:
aaa-server AD protocol radius
aaa-server AD (inside) host X.X.X.X
key cisco
tunnel-group DefaultRAGroup general-attributes
authentication-server-group AD

- ASA radius Test Command:
test aaa-server authentication AD host x.X.X.x user aduser pass ciscol23

© 2010 Cis nd/or its affiliates. All rights rese Cisco Confidential
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VPN £%7%E: AnyConnect

- Wizard Z{EH L T® AnyConnect DEE

EEDA=Za2—&kY ., Wizards > VPN Wizard > AnyConnect VPN
Wizard & #EHF T,

File View Tools RUFEIGEE Window Help = S EP @D = = i < (
— Startup Wizard... b
VPN Wizards Site-to-site VPN Wizard...

onitoring ‘ Q Save

High Awvailability and Scalability Wizard... AnyConnect VPN Wizard...
Unified Communication Wizard... Clientless SS5L VPN Wizard...
Packet Capture Wizard... IPsec (IKEvl) Remote Access VPN Wizard...

Flicl tha "l miimel Cracriim W aned" hittnm #n crner tha ciinaned

() ZDERTE TlE. AnyConnect M A A—
CHRBEIZHEYET DT, CCO &Y,
AnyConnect #4 7 >A—kLTHWTT
AW

(Ex. anyconnect-win-3.0.3054-k9.pkg)




VPN £%7%E: AnyConnect

Wizard Z{#R L T® AnyConnect MEHTFE (=)
[Next] 20U v LET,

Introduction

Use this wizard to configure the ASA to accept VPN connections from the AnyConnect VPN
Client. The connections will be protected using either the IPsec or the SSL protocol. The ASA
will automatically upload the AnyConnect VPN Client to the end user's device when a VPN

connection is established.

WM Remote Access
Lucal ‘i? Remote

T %

<Back ) C Next > :] (#f:’t!b) C Help )




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)
Connection Profile Name: [Z2&8iZ A (Ex. ACUserAD [*] COfITIE
ADZFFERALF-2—YRIENHRETHEHRATHIDTIDESLGAFICLELTR).
VPN Access Interface: (< outside ’&E?RL, [Next] 20 v o LET,

3 O O
Steps Connection Profile Identification
1. Introduction This step allows you to configure a Connection Profile Name and the Interface the remote

. access users will access for VPN connections.
2. Connection Profile

Identification

3. VPN Protocols Connection Profile Name: I_ACUserAD| ]
4. Client Images l, ;
5. Authentication VPN Access Interface: | outside H

Methods

6. Client Address
Assignment

7. Network Name
Resolution Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

( <Back ) (#vr>tl ) ( Hep )
. T e T 00 1




=JLr—/ ,
A AL .

VPN AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)
VPN Protocols IZ1&. SSL OH&IZF v & An. Device Certificate IZ
(X. SEBAERTFDAITA VA F—JLLT=, SEBAZEZFEIRL., [Next] #01 v
JLET.

Steps

VPN Protocols

1.

Introduction

2. Connection Profile
Identification
™ ssL
3. VPN Protocols
1 IPsec

. Client Images

. Authentication

Methods

. Client Address

Assignment

. Metwork Mame

Resolution Servers

. NAT Exempt

. AnyConnect Client

Deployment

10. Summary

AnyConnect can use either the IPsec or 55L protocol to protect the data traffic. Please select
which protocol or protocols you would like this connection profile to support.

Device Certificate

Device certificate identifies the ASA to the remote access clients. Certain AnyConnect features
(Always-0n, IPsec/IKEv2) require that valid device certificate be available on the ASA.

Device Certificate: [ bndemo-CA:cn=asa, o=Cisco, I=Minato-Ku, st=Tokyo, ... H-{ ( Man

(Fv>vel ) ( Help )

( <Back ) @




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect DR TE (f=)
[Add] %2 U v L., Fo>O—FKLTHEL= AnyConnect 1 A—T %7 v
7O|:|_ Fbi'd_o
[Upload] 24 ') w4 L. AnyConnect 4 »* —2 %$8%E L [Upload File] %
g LET, PTYITA—FETH. [OK]IZV )Y Y LET,

800

Steps

AnyConnect Image: | | Browse Flash...

1. Intreductien

2. Connection Profile
Identification

3. VPN Protocols
4. Client Images

5. Authentication

( Help ) [Can(el) ('—GK_B

Methods

6. Client Address
Assignment

7. Network Name
Resolution Servers

e
8. NAT Exempt
9. AnyConnect Client . [Fer1 o -
St AnyConnect Image: _dlskl.{anvwnne(( win-3.0.3054-k9.pkg | Browse Flash...

10. Summary Upload...

You can download AnyConnect Client packages from Cisco by searching 'AnyConnect VPN

Client' or click here.

<Back Frotl Help (Help ) ( cancel ) € ok

[Next] Z0 ) v L. ROR—=DITEHAF T,



VPN £%7%E: AnyConnect

Wizard AR L T® AnyConnect DERE (=
.Ij.

)
AAA Server Group: T. BITERR L =9 & 12— —F25E (Ex. AD) %#ER
L/\

[Next] %7 )y L, RDR—TIC o"%i?’

Steps Authentication Methods

1. Introduction This step lets you specify the location of the authentication server.
. . You can click on the "New..." button to create a new server group.

2. Connection Profile graup
Identification

3. VPN Protocols

4. Client Images

AAA Server Group: [ AD H-] ( New... )

AAA Server Group Details
5. Authentication
Methods

6. Client Address
Assignment

[% Add| Edit|[§ Delete[+ [+ [Test|

Server Mame or IP Address  Interface Timeout

192.168.1011

7. Network Name
Resolution Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

C < Back ) C#v?t)b) C Help )

o --———— T EEEESTE——— ). 1




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)

IP v4 Address Pool T. BITERL7=7 FLXJT—JL (Ex. vpn_pool) %iE
*R L/\

[Next] 20 v o L. RDODR—DIZEAFT,

Steps Authentication Methods

1. Introduction This step lets you specify the location of the authentication server.

. . You can click on the "New..." button to create a new server group.
2. Connection Profile graup

Identification

3. VPN Protocols LS A [ AD H"] ( New... )

4. Client Images AAA Server Group Details
5. Authentication
Methods

6. Client Address
Assignment

[% Add| Edit|[§ Delete[+ [+ [Test|

Server Mame or IP Address  Interface Timeout

192.168.1011

7. Network Name
Resolution Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

C < Back ) C#v?t)b) C Help )
By R |




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)
DNS Servers: (Ex. 192.168.101.1). WINS Servers: (Ex. G L)Z AR
L.
[Next] #0 U v L. ROR—DIZEAFT,

Steps Metwork Name Resolution Servers

1. Introduction This step lets you specify how domain names are resolved for the remote user when

. . accessing the internal network.
2. Connection Profile 9

Identification

3. VPN Protocols DNS Servers: | 192.168.101.1] ]
4. Client Images WINS Servers:
5. Authenticati

Ml;thir;;{a on Domain Name:  bndemo.local

6. Client Address
Assignment

7. Network Name
Resolution Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

- - C < Back ) [ Next > 3 (#?:f’t!}b:] C Help 3] —
tes. Al




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)

BEIZ. NAT OEFREIFTETLTWADTESEIEZODEE [Next] 20 1) v o
L/s ;ko)/\o_:)':ﬁﬁgs-d_o

Steps NAT Exempt

1. Introduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from

. . this translation.
2. Connection Profile

Identification A . .
T TER || Exempt VPN traffic from network address translation
4. Client Images

5. Authentication
Methods

6. Client Address
Assignment

7. Network Name
Resolution Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

[ <Back ) ﬁ ( Frtll ) ( Help )




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)
AnyConnect Client NEEE SN =R—IUNRRSINET,
[Next] #0 ) wv o L. ROR—VIZEAFT,

(= NN &) AnyConnect VPN Connection Setup
Steps AnyConnect Client Deployment
1. Introduction AnyConnect client program can be installed to a client device by one of the following two

2. Connection Profile methods:

=nliisaban 1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect client package

3. VPN Protocols will be automatically installed;

4. Client Images 2) Pre-deployment - Manually install the AnyConnect client package.

5. Authentication
Methods

6. Client Address
Assignment

7. Network Name
Resolution Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

[ <Back ) m ( Frvtl ) ( Help )




VPN £%5%€: AnyConnect

- Wizard Z{#H L T® AnyConnect D& E (H=)
??&l:ﬁﬁ%ﬁ&—ﬁﬁﬁﬁ?éhiﬂ’o [Finish] 2 vy2o L. &EZETLZE

AnyConnect VPN Connection Setup Wizard

Summary

Here is the summary of the configuration.

Mame Value
¥ Summary
Mame/Alias of the Connection Profile ACUserAD
VPN Access Interface outside
Device Digital Certificate E:;d_ﬁ:::{—jﬁf:n:ﬂﬁ. o=Cisco, I=Minato-Ku,
WPN Protocols Enabled S5L only
AnyConnect Client Images 1 package
Authentication Server Group AD
Address Pool for the Client 192.168.102.101 - 192.168.102.110
Server: null

DN5 Domain Name: null

The protected traffic is not subjected to network

Metwork Address Translation address translation

(" <Back ) [ Finish (*vvel ) ( Help )




""" . NIy
ou. cisco




