: Saved

:

PIX Version 7.2(3) 

!

hostname paguthanpix

domain-name gpec.in

enable password VsBeaD6dIioeLRq/ encrypted

names

name 1xx.1xx.1xx.0 Hongkong

name 172.16.x.0 mumbai

name 172.16.x.3 ironport

name 172.16.x.33 clpinpinfp04

name 172.16.x.18 clpinpinfp09

name 172.16.x.44 clpinpinfp08

name 172.16.x.8 paguthanmail

name 172.16.x.17 symanprox

name 172.16.x.2 CLPMUM

name 172.16.x.13 paguthanfe

dns-guard

!

interface Ethernet0

 nameif outside

 security-level 0

 ip address 2xx.xy.2xx.2xx 255.255.255.248 

!

interface Ethernet1

 nameif inside

 security-level 100

 ip address 172.16.xx.5 255.255.255.0 

!

passwd J0Hcxo79pNQJBxSp encrypted

boot system flash:/pix723.bin

ftp mode passive

dns domain-lookup inside

dns server-group DefaultDNS

 name-server 172.16.xx.10

 name-server 172.16.xx.9

 domain-name xxxx.in

object-group service browse tcp

 port-object eq ftp-data

 port-object eq domain

 port-object eq https

 port-object eq ftp

 port-object eq www

access-list inside_access_in extended permit tcp 172.16.xx.0 255.255.255.0 any object-group browse 

access-list inside_access_in extended permit udp 172.16.xx.0 255.255.255.0 any eq domain 

access-list inside_access_in extended permit icmp host clpin host CLPMUM echo 

access-list inside_access_in extended permit icmp host clpin host 172.16.xx.3 echo 

access-list inside_access_in extended permit icmp host clpin host 172.16.xx.3 echo-reply 

access-list inside_access_in extended permit tcp any 165.xxx.y.0 255.255.255.0 eq https 

access-list inside_access_in extended permit tcp any 165.xxx.4.0 255.255.255.0 eq 5061 

access-list inside_access_in extended permit tcp any 165.xxx.4.0 255.255.255.0 eq domain 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xx.0 255.255.255.0 echo 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xx.0 255.255.255.0 echo-reply 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo-reply 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo-reply 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo-reply 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 echo-reply 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xx.0 255.255.255.0 echo 

access-list inside_access_in extended permit icmp 172.16.0.0 255.255.0.0 165.202.xx.0 255.255.255.0 echo-reply 

access-list inside_access_in extended permit tcp 172.16.xx.0 255.255.255.0 any eq smtp 

access-list inside_access_in extended permit tcp 172.16.xx.0 255.255.255.0 any eq www 

access-list outside_access_in extended permit tcp any host 203.xx.xxx.xxx eq https 

access-list outside_access_in extended permit tcp any host 203.xx.xxx.xxx eq ldaps 

access-list outside_access_in extended permit tcp host 192.1xxx.xxx.1xx host 203.xx.xxx.xxx eq www 

access-list outside_access_in extended permit tcp host 192.1xx.xx.xxx host 203.xx.xxx.xxx eq https x

access-list outside_access_in extended permit tcp host 192.1xx.xx.xxx host 203.xx.xxx.xxx eq 3389 

access-list outside_access_in extended permit tcp any host 203.xx.xxx.xxx eq www 

access-list outside_access_in extended permit tcp any host 203.xx.xxx.xxx eq 135 

access-list outside_access_in extended permit udp any 165.xxx.x.0 255.255.255.0 eq domain 

access-list outside_access_in extended permit icmp 165.xxx.xx.0 255.255.255.0 172.16.0.0 255.255.0.0 echo 

access-list outside_access_in extended permit icmp 165.xxx.xx.0 255.255.255.0 172.16.0.0 255.255.0.0 echo-reply 

access-list outside_access_in extended permit ip 165.xxx.xx.0 255.255.255.0 172.16.xx.0 255.255.255.0 

access-list outside_access_in extended permit ip 192.1xx.xx.0 255.255.255.0 172.16.xx.0 255.255.255.0 

access-list outside_access_in extended permit tcp any any object-group browse 

access-list outside_access_in extended deny tcp any host 203.xx.xxx.xxx eq smtp 

access-list outside_access_in extended permit tcp any host 203.xx.xxx.xxx eq smtp 

access-list outside_access_in extended deny tcp any host 203.xx.xxx.xxx eq www 

access-list outside_cryptomap_dyn_20 extended permit ip 172.16.xx.0 255.255.255.0 192.1xx.xx.0 255.255.255.0 

access-list nonat extended permit ip 172.16.xx.0 255.255.255.0 cisco 255.255.255.0 

access-list outside_cryptomap_40 extended permit ip 172.16.0.0 255.255.0.0 165.2xx.xxx.0 255.255.255.0 

access-list outside_cryptomap_40 extended permit ip 172.16.0.0 255.255.0.0 165.2xx.xxx.0 255.255.255.0 

access-list outside_cryptomap_40 extended permit ip 172.16.0.0 255.255.0.0 165.2xx.xxx.0 255.255.255.0 

access-list outside_cryptomap_40 extended permit ip 172.16.0.0 255.255.0.0 165.2xx.195.0 255.255.255.0 

access-list outside_cryptomap_40 extended permit ip 172.16.0.0 255.255.0.0 165.2xx.xx.0 255.255.255.0 

access-list outside_cryptomap_40 extended permit ip 172.16.0.0 255.255.0.0 165.2xx02.22.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.30.0 255.255.255.0 165.2xx.xx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.0.0 255.255.0.0 165.202.xx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip any 172.16.xx.0 255.255.255.240 

access-list inside_nat0_outbound extended permit ip 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.0.0 255.255.0.0 165.2xx2.xxx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.0.0 255.255.0.0 165.2xx.xxx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.0.0 255.255.0.0 165.202.xxx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.xx.0 255.255.255.0 192.168.xx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.30.0 255.255.255.0 172.16.xx.0 255.255.255.240 

access-list inside_nat0_outbound extended permit tcp 172.16.0.0 255.255.0.0 165.202.22.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.0.0 255.255.0.0 165.xxx.xx.0 255.255.255.0 

access-list inside_nat0_outbound extended permit ip 172.16.xx.0 255.255.255.0 165.xxx.xx.0 255.255.255.0 

access-list inside_nat0_outbound_1 extended permit ip 172.16.xx.0 255.255.255.0 165.xxx.xx.0 255.255.255.0 

access-list inside_nat0_outbound_1 extended permit ip 172.16.xx.0 255.255.255.0 165.xxx.xx.0 255.255.255.0 

access-list crypto_map_20 extended permit ip 172.16.30.0 255.255.255.0 mumbai 255.255.255.0 

pager lines 24

logging enable

logging timestamp

logging buffered errors

logging trap warnings

logging host inside 172.16.xx.247 format emblem

logging host inside 172.16.xx.251 format emblem

mtu outside 1500

mtu inside 1500

ip local pool pptppool 172.16.70.1-172.16.70.10

ip local pool vpnpool 192.168.10.1-192.168.10.10

ip verify reverse-path interface outside

ip audit name audit_name attack action alarm

no failover

monitor-interface outside

monitor-interface inside

icmp unreachable rate-limit 1 burst-size 1

asdm image flash:/asdm-523.bin

asdm history enable

arp timeout 14400

nat-control

global (outside) 10 interface

nat (inside) 0 access-list inside_nat0_outbound_1

nat (inside) 2 access-list nonat

nat (inside) 10 172.16.xx.0 255.255.255.0

static (inside,outside) 203.xx.xxx.226 ironport netmask 255.255.255.255 

static (inside,outside) 203.xx.xxx.227 clpinpinfp09 netmask 255.255.255.255 

access-group outside_access_in in interface outside

access-group inside_access_in in interface inside

route outside 0.0.0.0 0.0.0.0 203.77.204.225 1

timeout xlate 1:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

http server enable

http 172.16.xx.86 255.255.255.255 inside

http 172.16.xx.87 255.255.255.255 inside

no snmp-server location

no snmp-server contact

snmp-server community safestack

snmp-server enable traps snmp authentication linkup linkdown coldstart

fragment chain 1 outside

fragment chain 1 inside

crypto ipsec transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac 

crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac 

crypto dynamic-map outside_dyn_map 20 set transform-set ESP-3DES-MD5

crypto map outside_map 20 match address crypto_map_20

crypto map outside_map 20 set peer 121.xxx.xx.xxx 

crypto map outside_map 20 set transform-set ESP-DES-MD5

crypto map outside_map 40 match address outside_cryptomap_40

crypto map outside_map 40 set peer 165.xxx.8.35 

crypto map outside_map 40 set transform-set ESP-3DES-MD5

crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

crypto map outside_map interface outside

crypto isakmp identity hostname 

crypto isakmp enable outside

crypto isakmp policy 20

 authentication pre-share

 encryption des

 hash md5

 group 2

 lifetime 86400

crypto isakmp policy 40

 authentication pre-share

 encryption 3des

 hash md5

 group 2

 lifetime 7200

crypto isakmp policy 65535

 authentication pre-share

 encryption 3des

 hash sha

 group 2

 lifetime 86400

telnet 172.16.xx.86 255.255.255.255 inside

telnet timeout 5

ssh timeout 5

ssh version 1

console timeout 0

!

class-map inspection_default

 match default-inspection-traffic

!

!

policy-map type inspect dns migrated_dns_map_1

 parameters

  message-length maximum 512

policy-map global_policy

 class inspection_default

  inspect dns migrated_dns_map_1 

  inspect h323 h225 

  inspect h323 ras 

  inspect http 

  inspect netbios 

  inspect rsh 

  inspect rtsp 

  inspect skinny 

  inspect sqlnet 

  inspect sunrpc 

  inspect tftp 

  inspect sip 

  inspect xdmcp 

  inspect ftp 

!

service-policy global_policy global

group-policy paguthanvpn internal

group-policy paguthanvpn attributes

 vpn-idle-timeout 30

group-policy ciscoclient internal

group-policy ciscoclient attributes

 dns-server value 172.16.30.10

 vpn-idle-timeout 30

username safesuperadmin password ic/79dFa0MDii0bI encrypted privilege 15

username admin password eY/fQXw7Ure8Qrz7 encrypted privilege 0

tunnel-group paguthanvpn type ipsec-ra

tunnel-group paguthanvpn general-attributes

 default-group-policy paguthanvpn

tunnel-group paguthanvpn ipsec-attributes

 pre-shared-key *

tunnel-group ciscoclient type ipsec-ra

tunnel-group ciscoclient general-attributes

 address-pool vpnpool

 default-group-policy ciscoclient

tunnel-group 165.202.8.35 type ipsec-l2l

tunnel-group 165.202.8.35 ipsec-attributes

 pre-shared-key *

tunnel-group 121.241.xxx.114 type ipsec-l2l

tunnel-group 121.241.xxx.114 ipsec-attributes

 pre-shared-key *

prompt hostname context 

Cryptochecksum:01b692b723db3bb52dad944714f6149a

: end

asdm image flash:/asdm-523.bin

asdm location paguthanmail 255.255.255.255 inside

asdm location 172.16.0.0 255.255.0.0 inside

asdm location 172.16.xx.0 255.255.255.240 outside

asdm location 192.168.10.0 255.255.255.0 outside

asdm location 165.xxx.xxx.0 255.255.255.0 outside

asdm location 165.xxx.8.35 255.255.255.255 outside

asdm location 165.xxx.xxx.0 255.255.255.0 outside

asdm location 165.xxxx.1xx.0 255.255.255.0 outside

asdm location 165.xxx.1xx.0 255.255.255.0 outside

asdm location syman 255.255.255.255 inside

asdm location 172.xxx.xx.0 255.255.255.0 inside

asdm location 165.xxx.xx.0 255.255.255.0 outside

asdm location 165.xxx.xx.0 255.255.255.0 outside

asdm location clpin 04 255.255.255.255 inside

asdm location mumbai 255.255.255.0 inside

asdm location 172.16.xx.xx 255.255.255.255 inside

asdm location 172.16.xx.xx 255.255.255.255 inside

asdm history enable

