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CiscoSecure ACS v3.3 offers support for multiple AAA Clients and advanced TACACS+ and RADIUS
Features. It slso supports several methods of authorization, authentication, and accounting (AAA) including
several one-time-password cards. For more information on CiscoSecure products and upgrades, please visit
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« Network Device Groups
Adding a Network Device Growp -
Renaming a Network Device Group
Deleting a Network Device Group
Searching for Network Devices

Adding a Proxy Distribution Table Entry
« Sorting Proxy Distribution Table Extries
« Edifing a Proxy Distribution Table Entry
© Deleting a Proxy Distribution Table Exiry

Note: This page changes depending your interface
configuration. If you are using Network Device Groups
(NDG), fter you clck Network Configuration in the
‘navigation bar, only the Netwark Device Groups table
and Proxy Distribution Table information appear. If you.
are nat using NDG, the AAA Clients table and the
AAA Servers table sonear in olace of the Network
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You can configue the Cisca Secure ACS HTML user
interface with pages in the Interface Configuration.
section.

Note: RADIUS and TACACS security protocols only
appear as cptions on this page if you have configured
@ AAA client fo support the security profocol. For
example, RADIUS (Cisco PPN 3000) only appears
once you have configured a AAA client in Network
Configuration that specifies RADIUS (Cisco PPN
5000) in the Authenticate Using st
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Interface Configuration

7 [121] Asoend Modem Stota

7 [122] Ascond Moden Shetflo

7 [123] Asornd Call Attempt Linit

7 [124] Asoend Call Block Dusation

7 [125] Asorn Masimun, Call Duration
7 [126] Asoend Rovte Preference

I [127) Ascond Tueling Protosol

7 [125] Asoend Shared Profs-Enable
7 [125] Asoend Prinesy-Homs-Agent

7 [120] Asoend Secondary Home. Agent
7 [131] Ascond DisloutAllowed

I [133] Ascond BACP Ensbls

7 [134] Ascond DHCP-Masimun. Leases
7 [135] AscendClisnt Prinesy-DNS
18] Ao i Sy D
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7 [138] Asornd UserAcct Type
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 RADIUS (Ascend)

Submit | Cancel

RADIUS (Ascend)

Itis unlikely that you would want ta install every
attribute available for every protocol Displaying each
would make setting up a user or geoup very
cumbersome. To simplify sebup, this section alows you
ta custonize the atfributes that are displayed.

The RADIUS IETF attributes are available for any
AAA client configuration when using RADIUS.
RADIUS [ETF AV paits are shared smong al RADIUS
wvendors. Configute supported standard RADIUS
attributes using the RADIUS IETF dictionary.

This page allows you to enable the RADIUS Vendor.
Specific Attributes (VSAS) for Ascend products. Check
the box far either User andor Group to display Ascend.
RADIUS VSAs in either the User Sefup and/or Group
Setup window, accordingly. Each attsibute selected
st be suppoted by the AAA chent,

When you have finished selecting attributes, click
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o Users in Growp

o Edit Settings

o Rename Grop

X

Default Growp

If group mapping has not been configured, usernames
that are not configured in the CiscoSecure Database ate
assigned to the Default Group by Cisco Secure ACS
the firsttime they log in. The privileges and restrictions
Far the defauil group are appled to frsttime users. If
you have upgraded from a previous version of Cisco
Secure ACS and kept your database information, users
will map as configuted in the previous version.

[Backto Top
Growp
Ta select a group to configure, use the fist to display

the configurable groups. Click the group in the fist, and.
then click Users in Group, Edit Settings, or Rename
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Growp Disabled
Voice-over-IP (VoIP) Support

Default Time-ofDay Access Settings
Callback

Network Access Rest

Max Sessions

Usage Quotas

Enable Options

Token Card Settings

Password Aging Rules

IP Assignment

Downloadable ACLs

TACACS* Settings

TACACSY Shel Command Authorization
Command Authorization for Network Device
Applications

 TACACS+ Unlonown Services

o IETFRADIUS Atributes:

 RADIUS Vendor:Specific Atfributes

ement

Submit+ Restart

Cancel

| Submit

T ensble administrators to tailor what authorizations
are displayed for a configuration and to simplfy the
interface, Cisco Secure ACS displays only the
information for the current configuration. Specific
Groun Setun confieuration ontions and security

1 € Appetcakup_fitersarted

wa | Hstert]|| () @ S A || SvacsessarruLi

|[&3ciscosecure acs - Mic...

sec1 4

=181]

- x

« oL

—

@ Web Monkor for sCTY-

@ o fownoin-ooks cco

0 PAD.x-Notapad

| i Contreras [started

New Microsaft Word Do

Rz
D wednesday





