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Loopbacks 
Lets start with a topic near and dear to my heart … Loopback Interfaces on routers. 
Use them. Even if you don’t know why, add them, then figure out why you added 
them, and use them. A few things that they are good for: 

• Sourcing Logs 

• Sourcing TACACS 

• Sourcing SNMP 

• Sourcing Gateway registration (UC) 

See a trend? Having a well defined management address to source traffic from adds 
security and stability. Use them! 



Loopbacks 
Interface loopback0 

 ip address 10.1.1.1 255.255.255.255 

Router eigrp 1 

  eigrp router-id 10.1.1.1 

  network 10.1.1.1 0.0.0.0 

ip tacacs source-interface loopback 0 

snmp-server source-interface traps loopback0 

logging source-interface loopback0 



NTP 
Network Time Protocol might seem trivial to you, but it can be a life savor many 
times. Consider, a router crashed overnight … how do you know when? A security 
breach has occurred and you are now going through an audit of your logs – the 
questions arises “why are these all timestamped 1990?” There are free time sources 
on the Internet, or you can buy your own for a moderate fee, but regardless you 
should synch the time on ALL of your network devices. 

 

Pop Quiz:  what interface will you be sourcing NTP from? 

 

NTP can be authenticated if you so desire. 



NTP 
ntp server 1.1.1.1 source loopback0 prefer 

ntp server 2.2.2.2 source loopback0  

Show ntp status 

Show ntp associations <detail> 



SNMP 
Got management? SNMP is used to manage your network devices – there are many 
packages out there which you can use to get SNMP information from your devices. 
Some are free/open-source and some are licensed for-fee offerings, regardless why 
wouldn’t you use one?  

Pop Quiz: What interface will we source SNMP from? 



SNMP 
snmp-server community <something tough> RO RO-SNMP 
snmp-server community <something tough> RW RW-SNMP 
snmp-server trap-source Loopback0 
snmp-server location Boston Office 
snmp-server contact Larry Bird 
snmp-server enable traps snmp authentication 
 
ip access-list standard RO-SNMP 
 permit ip host 10.2.2.2  
 permit ip host 10.2.2.3 
 
ip access-list standard RW-SNMP 
 permit ip host 10.2.2.2  
 



Logging 
Configure your devices to send logs to a centralized or regionalized depository. If you 
have the ability to perform statistical analysis and event correlation on it then do so – 
but at a minimum, at least send the logs.  

How detailed do they need to be? That really is up to the company – syslog CAN eat 
bandwidth, especially when you need it most, so DEBUG on all devices is a bad call 
most likely – but it really depends on the device, its role, and your company policy. 
You can also log to the buffer of the router itself, which can be very handy as well. 

Pop Quiz: What interface will we source logs from? 



Logging 
logging 1.1.1.1 

logging buffered warnings 

logging source-interface loopback0 

logging trap notifications 

logging on 



DNS 
DNS? Like Names and stuff? No way man, that $%!* is Layer 7 … I’m staying F-A-R 
away! Why would you ever run DNS on a router? By run, lets clarify … I don’t mean 
running a DNS server ON your Router, I mean allowing the router to do name 
lookups and adding your network devices to DNS for resolution. 

Pop Quiz: What Interface gets added as the IP for the resolution when adding your 
devices to DNS? 

So why do this? Let’s pretend you having a routing loop – when you do a traceroute 
– whether from the router or a PC – wouldn’t it be nice to know which routers/cities 
it is hitting/bouncing between? Lets also pretend you have 30 routers, not 3 =). 
Bottom line, names are easier to attach significance to than numbers, so do so 
please! 



DNS 
I don’t know how to configure your DNS server itself – there are numerous systems 
out there, and I am fluent in … well, none of them! However go ahead and add them 
in however you normally do it – you can get very controlling and even give WAN IP’s 
different names from LAN IP’s from Loopback’s, or you can just have the loopback 
handle everything. To enable the router to do lookups is easy: 

ip domain-name la-networks.com 

ip domain-lookup 

ip name-server 10.6.6.6 

ip name-server 6.6.6.10 

 



SSH 
You have the choice to do something securely, or insecurely – which do you pick? 
Wait, there ARE some caveats … it costs no extra money to do it securely. And takes no 
extra memory/resources. And it is easy to do. And the client needed to access the 
device is free. NOW which would you pick? In today’s hardware there is NO REASON 
that you would not run SSH as your only remote access (VTY) protocol – it’s free, 
today’s routers can easily accommodate it, it is easy to configure, and it encrypts 
everything between you and the device.  

Now YESTERDAY’S routers could be trickier. In the past, Cisco required an image that 
you often paid extra for and required extra RAM/FLASH to run, so getting THOSE 
routers onto SSH might be tougher to do. By the way, it does still require a special 
image, but again at no cost. 



SSH 
ip domain-name yourdomain.com 
 
crypto key generate rsa modulus 1024 
 
ip ssh time-out 120 
ip ssh authentication-retries 3 
 
line vty 0 4 
 transport input ssh 
 



Access Control Lists 
They are used for a lot of things, not just security. QoS uses ACL’s, Route-map’s use 
them, PBR uses them, etc. So it is important to think about the best way to deploy 
ACL’s and set a standard ahead of time.  

My recommendation is to use NAMED ACL’s only, and to remark them in a reasonable 
manner. What is a reasonable manner? Well that depends on your environment, but I 
would say a good guideline is to remark for each major portion of an ACL rule set. 

 



Access Control Lists 
Sample Standard ACL 

ip access-list standard route_filter 

  remark *** Permit only 1918 addresses *** 

  permit 10.0.0.0 0.255.255.255 

  permit 172.16.0.0 0.15.255.255 

  permit 192.168.0.0 0.0.255.255 

Sample Extended ACL 

ip access-list extended QoS_Gold 

  remark *** Permit SSH *** 

  permit tcp any any eq 22 

  remark *** Permit Citrix *** 

  permit tcp 10.0.0.0 0.255.255.255 any eq 1494 

  permit udp 10.0.0.0 0.255.255.255 any eq 1604 

  remark *** Permit to/from ERP VIP *** 

  permit tcp any host 10.100.100.1 eq http 

  permit tcp host 10.100.100.1 any eq http 



Banners 
Banners can be applied to a number of processes: login, MoTD, exec, etc – I suggest 
that you check the docs on the why’s and wherefores: 

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_conn
ections_ps6441_TSD_Products_Configuration_Guide_Chapter.html#wp1001226 

Regardless of which way you go (I often use exec) you SHOULD use a banner which 
warns people away if they don’t belong there. Many times your companies legal 
counsel will want to be involved in crafting this, but if not, you should still put one 
in. You can actually tie macro’s for items like: hostname, domain name, etc. to the 
banner if you would like. 

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_connections_ps6441_TSD_Products_Configuration_Guide_Chapter.html#wp1001226
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_connections_ps6441_TSD_Products_Configuration_Guide_Chapter.html#wp1001226
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_connections_ps6441_TSD_Products_Configuration_Guide_Chapter.html#wp1001226


Banners 
Banner exec  ^ 

WARNING - PRIVATE ELECTRONIC DEVICE - ACCESS PROHIBITED 

 

This device is a private network device.  Access to this device is 

 

not authorized.  Any attempt for unauthorized access will be logged 

 

and appropriate legal action will be taken. 

^ 

 



Services 
Much like a server, any service that does not need to be enabled on your router 
should be disabled. Likewise, there might be services which you want to enable 
that are disabled by default. Services are a funny beast in that which ones are and 
are not enabled, available/not available, etc. can change from version to version of 
IOS as well as product to product. Also, you might find that your company has 
different needs/policies than others – so your mileage might very here. 



Services 
no service tcp-small-servers 
no service udp-small-servers 
no ip finger 
no service dhcp  
no service pad 
no ip http server 
no ip http secure-server 
no service config 
 
service password encryption 
service tcp-keepalives-in 
service tcp-keepalives-out 
service timestamps log datetime msec show-timezone 
service timestamps debug datetime msec show-timezone 
 



TCP Synwait 
Ever try to SSH to 10.1.1.1 and accidentally type “SSH 10.1.1.11” where that is not 
a host running SSH? Know that really annoyingly long wait period (90 seconds) 
where you are waiting for the router to give up waiting for a SYN-ACK? Well you 
can tweak that down to anywhere between 5 seconds and 3 minutes (who wants 
to tweak it UP?!?!?!). It is a simple global command: 

ip tcp synwait-time 6 <tweak tcp time to wait for a syn-ack to 6 seconds> 



Names, Descriptions, Remarks – oh my! 
I am a big fan of using names, remarks, descriptors of any sort whenever possible. 
Need a static route? Give it a name! Want to enable an interface? Give it a 
description! Enabling an ACL? Remark it! Creating a VLAN? Name it! 

• ACL’s 

• Route-maps 

• Critical interfaces 



Graceful Restart 
Graceful Restart is the ability to route through an outage/interruption in service. 
Why would this happen? You typically want to do this when you have multiple 
routing engines, and one fails, and the other is taking over – think dual supervisors 
in a chassis. 

• Graceful Restart Capable – This means that the device in question actively 
supports Graceful Restart. 

• Graceful Restart Aware – This means that the device (usually 
upstream/downstream) is aware of how Graceful Restart works and will 
assist to the best of its ability. 

• Supports OSPF, IS-IS, EIGRP, LDP and BGP 
During a RP failover, the router will NOT learn new routes, but will keep 
forwarding along the pre-failure paths that existed until the new adjacencies are 
formed. 



BFD 
BFD is a very useful protocol for detecting failures in a L2 network. As opposed to 
Graceful Restart, BFD routes around a failure rather than through one. It is very handy 
because: 

• The protocol is very simple to configure, and easily achieves sub-second 
failure. 

• It works with the routing protocol (EIGRP, OSPF, BGP, IS-IS and HSRP), but does 
not rely on the protocol itself. 

• It informs the protocol of the loss of connectivity and the routing process can 
them immediately expire all timers and fail to a redundant path. 

• You must check with your ISP to see if they support this feature. 

X 

BFD 



Unicast RPF 
This is a security feature that should be used with caution (all of these features should 
be used with caution). It ensure that when a packet is received on an interface, it has a 
valid source address before forwarding the packet on. There are two modes (three 
really – but lets focus on just two) that affect this behavior: 

• Strict Mode: When a packet arrives on an interface, the router checks the 
routing table, and ensures that the received interface would be the forwarding 
address to reach the source. If not, it drops the packet. 

• Loose Mode: When a packet arrives on an interface, the router checks that the 
source network is in the routing table. 



IP Fast Re-route 
This feature ONLY applies to link-state routing protocols (OSPF and IS-IS), but can 
greatly speed convergence in those protocols. IP Fast Re-Route (IP-FRR) stores a 
second (backup) route in the RIB based on the link-state database. Then if the 
primary route goes away, instead of flooding LSA’s you install the backup route. 

• It is configured router-by-router and installs one backup route per prefix in 
the table. 

• In the event of a failure, no re-compute is required, it immediately installs 
the backup route 

• Can provide sub-second failover. 



AAA 
AAA stands for Authentication, Authorization and Accounting. We will mainly 
focus on the Authentication: 

• I prefer to always have a local account for last resort. 
• I prefer to NOT use AAA on the console port (just login locally). 
• If you have a centralized authentication solution like ACS, you can use AAA 

to help support it. 
• If you have an RBAC capable device (e.g. NX-OS) look into the ACS 5.X 

solutions 



Gimme some links!! 
Graceful Restart 
BFD 
Unicast RPF 
IP Fast Re-route 
AAA 

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-sy/iro-15-sy-book/ip6-route-ospfv3-gr-rest.html
http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_bfd/configuration/15-1s/irb-bi-fwd-det.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/15-1/XE_330SG/configuration/guide/config/schrpf.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-s/iro-15-s-book/iro-lfa-frr.html#GUID-C2C161B1-5EC2-4D25-84E8-90BACD95A02F
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-s/iro-15-s-book/iro-lfa-frr.html#GUID-C2C161B1-5EC2-4D25-84E8-90BACD95A02F
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-s/iro-15-s-book/iro-lfa-frr.html#GUID-C2C161B1-5EC2-4D25-84E8-90BACD95A02F
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-s/iro-15-s-book/iro-lfa-frr.html#GUID-C2C161B1-5EC2-4D25-84E8-90BACD95A02F
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-mt/sec-usr-aaa-15-mt-book.html


Thank You! 


