ASA Version 8.0(3) 

!

hostname himg-asa

domain-name default.domain.invalid

enable password Ap7OGmTdMPMBP2mv encrypted

names

name 172.17.2.61 MN-IS-MAIL

name 216.12.5.1 Internet_Router

name 172.17.2.62 MN-IS-APPS1

name 192.168.99.10 Barracuda

name 172.17.2.81 mn-is-ts1

dns-guard

!

interface GigabitEthernet0/0

 nameif outside

 security-level 0

 ip address 216.12.5.2 255.255.255.240 

 ospf cost 10

!

interface GigabitEthernet0/1

 no nameif

 no security-level

 no ip address

!

interface GigabitEthernet0/1.17

 vlan 17

 nameif inside_vlan17

 security-level 100

 ip address 172.17.0.2 255.255.0.0 

 ospf cost 10

!

interface GigabitEthernet0/1.40

 vlan 40

 nameif inside_vlan40

 security-level 5

 ip address 192.168.40.1 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/1.47

 vlan 47

 nameif inside_vlan47

 security-level 10

 ip address 10.0.47.1 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/2

 nameif dmz

 security-level 50

 ip address 192.168.99.1 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/3

 shutdown

 no nameif

 no security-level

 no ip address

!

interface Management0/0

 nameif management

 security-level 100

 ip address 192.168.1.1 255.255.255.0 

 ospf cost 10

 management-only

!

passwd c9/PBRk.A5M1ga1S encrypted

!

time-range StMarys

 periodic weekdays 7:00 to 8:00

!

boot system disk0:/asa803-k8.bin

boot config disk0:/asa_new052908.cfg

ftp mode passive

clock timezone EDT -5

clock summer-time EDT recurring

dns server-group DefaultDNS

 domain-name default.domain.invalid

object-group service iEHR_Port_Group tcp

 port-object range 60000 60004

object-group icmp-type ICMP_Ports_Group

 description ICMP Types allowed into the ASA

 icmp-object echo-reply

 icmp-object unreachable

 icmp-object time-exceeded

 icmp-object source-quench

access-list outside_in extended permit tcp any host 216.12.5.6 object-group iEHR_Port_Group 

access-list outside_in extended permit udp host Internet_Router any eq snmp 

access-list outside_in extended permit icmp any any object-group ICMP_Ports_Group 

access-list outside_in extended permit tcp any host 216.12.5.3 eq https 

access-list outside_in extended permit tcp any host 216.12.5.4 eq smtp 

access-list outside_in extended deny tcp any host 216.12.5.10 eq www 

access-list outside_in extended deny ip any host 216.12.5.10 

access-list outside_in remark St. Marys will automatically print censes sheet daily. Port on daily schedule

access-list outside_in extended permit ip any host 216.12.5.7 time-range StMarys 

access-list outside_in extended permit ip any host 216.12.5.2 

access-list inside_out extended deny tcp any any eq 2967 

access-list inside_out extended permit icmp any any 

access-list inside_out extended deny ip any host 216.188.29.68 

access-list inside_out extended deny ip any host 66.11.113.85 

access-list inside_out extended permit ip any any 

access-list nonat extended permit ip any 172.16.0.0 255.240.0.0 

access-list nonat extended permit ip any 192.168.99.0 255.255.255.0 

access-list nonat extended permit ip 172.16.108.0 255.255.255.0 10.10.0.0 255.255.0.0 

access-list nonat extended permit ip 172.17.0.0 255.255.0.0 172.30.1.0 255.255.255.192 

access-list nonat extended permit ip any 172.30.1.0 255.255.255.128 

access-list nonat extended permit ip host 216.12.5.2 172.30.1.0 255.255.255.192 

access-list dmz_in extended permit icmp any any 

access-list dmz_in extended permit tcp host Barracuda host MN-IS-MAIL eq smtp 

access-list dmz_in extended permit tcp host Barracuda host 192.168.99.11 eq smtp 

access-list dmz_in extended deny ip any 172.16.0.0 255.240.0.0 

access-list dmz_in extended deny ip any 10.0.0.0 255.0.0.0 

access-list dmz_in extended deny ip any 192.168.0.0 255.255.0.0 

access-list dmz_in extended permit ip any any 

access-list traffic_for_ips extended permit ip any any 

access-list virus_capture_acl extended permit ip host 172.16.4.159 any 

access-list inside_vlan47_out_nat0_acl extended permit ip 10.0.47.0 255.255.255.0 200.123.123.0 255.255.255.0 

access-list inside_vlan47_out_nat0_acl extended permit ip 10.0.47.0 255.255.255.0 10.0.47.0 255.255.255.0 

access-list SCOTTORTHO_vpn_acl extended permit ip 10.0.47.0 255.255.255.0 200.123.123.0 255.255.255.0 

access-list administrator webtype permit url http://connect.uhswv.com log informational interval 300

pager lines 24

logging enable

logging timestamp

logging trap warnings

logging asdm warnings

logging facility 16

mtu outside 1500

mtu inside_vlan17 1500

mtu inside_vlan40 1500

mtu inside_vlan47 1500

mtu dmz 1500

mtu management 1500

ip local pool SCOTT_VPN_CLIENTS_POOL 10.0.47.200-10.0.47.210

ip local pool himgpool 172.30.1.129-172.30.1.150 mask 255.255.255.240

no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image disk0:/asdm-611.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside_vlan17) 0 access-list nonat

nat (inside_vlan17) 1 0.0.0.0 0.0.0.0

nat (inside_vlan40) 1 0.0.0.0 0.0.0.0

nat (inside_vlan47) 0 access-list inside_vlan47_out_nat0_acl

nat (inside_vlan47) 1 0.0.0.0 0.0.0.0

nat (dmz) 0 access-list nonat

nat (dmz) 1 0.0.0.0 0.0.0.0

static (inside_vlan17,outside) tcp 216.12.5.3 https MN-IS-MAIL https netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60000 172.17.30.7 60000 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60001 172.17.30.7 60001 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60002 172.17.30.7 60002 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60003 172.17.30.7 60003 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60004 172.17.30.7 60004 netmask 255.255.255.255 

static (dmz,outside) tcp 216.12.5.4 smtp Barracuda smtp netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.10 www mn-is-ts1 www netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.10 3389 mn-is-ts1 3389 netmask 255.255.255.255 

static (inside_vlan17,dmz) 192.168.99.11 MN-IS-MAIL netmask 255.255.255.255 

static (inside_vlan17,outside) 216.12.5.7 172.16.6.6 netmask 255.255.255.255 

access-group outside_in in interface outside per-user-override

access-group inside_out in interface inside_vlan17

access-group dmz_in in interface dmz

route outside 0.0.0.0 0.0.0.0 Internet_Router 1

route inside_vlan17 10.0.2.0 255.255.255.0 172.31.0.17 1

route inside_vlan17 10.10.35.0 255.255.255.0 172.31.0.17 1

route inside_vlan17 10.16.1.0 255.255.255.0 172.31.0.17 1

route inside_vlan17 172.16.0.0 255.240.0.0 172.17.0.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

url-server (inside_vlan17) vendor websense host MN-IS-APPS1 timeout 30 protocol TCP version 4 connections 20

aaa authentication enable console LOCAL 

aaa authentication ssh console LOCAL 

filter https except 172.17.0.0 255.255.0.0 0.0.0.0 0.0.0.0 

filter url http 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow 

filter https 443 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow 

http server enable

http 172.16.0.0 255.240.0.0 inside_vlan17

http 192.168.99.0 255.255.255.0 dmz

http 192.168.1.0 255.255.255.0 management

http 172.17.0.2 255.255.255.255 inside_vlan17

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac 

crypto ipsec transform-set ESP-DES-SHA esp-des esp-sha-hmac 

crypto ipsec transform-set ESP_AES_SHA_SET esp-aes-256 esp-sha-hmac 

crypto ipsec transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac 

crypto ipsec transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac 

crypto ipsec transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac 

crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac 

crypto ipsec transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac 

crypto ipsec transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac 

crypto ipsec transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac 

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac 

crypto dynamic-map DYNMAP 10 set pfs 

crypto dynamic-map DYNMAP 10 set transform-set ESP_AES_SHA_SET

crypto dynamic-map DYNMAP 30 set pfs 

crypto dynamic-map DYNMAP 30 set transform-set ESP-3DES-SHA

crypto dynamic-map DYNMAP 50 set pfs 

crypto dynamic-map DYNMAP 50 set transform-set ESP-DES-SHA

crypto dynamic-map DYNMAP 70 set pfs 

crypto dynamic-map DYNMAP 70 set transform-set ESP-DES-SHA

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set transform-set ESP-AES-128-SHA ESP-AES-128-MD5 ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-256-MD5 ESP-3DES-SHA ESP-3DES-MD5 ESP-DES-SHA ESP-DES-MD5

crypto map SCOTTORTHO_MAP 1 set transform-set ESP-DES-MD5

crypto map SCOTTORTHO_MAP 10 match address SCOTTORTHO_vpn_acl

crypto map SCOTTORTHO_MAP 10 set peer 64.181.62.138 

crypto map SCOTTORTHO_MAP 10 set transform-set ESP_AES_SHA_SET

crypto map SCOTTORTHO_MAP 20 ipsec-isakmp dynamic DYNMAP

crypto map SCOTTORTHO_MAP interface outside

crypto map inside_vlan17_map 65535 ipsec-isakmp dynamic SYSTEM_DEFAULT_CRYPTO_MAP

crypto map inside_vlan17_map interface inside_vlan17

crypto ca trustpoint Test

 enrollment terminal

 fqdn none

 subject-name CN=himg-asa,OU=IS,O=HIMG,C=US,St=West Virginia,L=Huntington

 keypair VerisignKey

 crl configure

crypto ca trustpoint Root_CA

 enrollment terminal

 keypair VerisignKey

 crl configure

crypto ca certificate chain Test

 certificate ca 63b1a5cdc59f78801da0636cf975467b

    308204c0 30820429 a0030201 02021063 b1a5cdc5 9f78801d a0636cf9 75467b30 

    0d06092a 864886f7 0d010105 05003081 8c310b30 09060355 04061302 55533117 

    30150603 55040a13 0e566572 69536967 6e2c2049 6e632e31 30302e06 0355040b 

    1327466f 72205465 73742050 7572706f 73657320 4f6e6c79 2e20204e 6f206173 

    73757261 6e636573 2e313230 30060355 04031329 56657269 5369676e 20547269 

    616c2053 65637572 65205365 72766572 20546573 7420526f 6f742043 41301e17 

    0d303530 32303930 30303030 305a170d 31353032 30383233 35393539 5a3081cb 

    310b3009 06035504 06130255 53311730 15060355 040a130e 56657269 5369676e 

    2c20496e 632e3130 302e0603 55040b13 27466f72 20546573 74205075 72706f73 

    6573204f 6e6c792e 20204e6f 20617373 7572616e 6365732e 31423040 06035504 

    0b133954 65726d73 206f6620 75736520 61742068 74747073 3a2f2f77 77772e76 

    65726973 69676e2e 636f6d2f 6370732f 74657374 63612028 63293035 312d302b 

    06035504 03132456 65726953 69676e20 54726961 6c205365 63757265 20536572 

    76657220 54657374 20434130 82012230 0d06092a 864886f7 0d010101 05000382 

    010f0030 82010a02 82010100 bb171add 4ce07ca3 5f003efc d02ec049 6fe8827f 

    0d5f3382 9bf1bb07 5a32fe9f 35004748 5e1e2a41 437092c9 5673f9dd 988670b0 

    00c130b9 8af1a91a a13ad410 43e99aa4 77ce653e 5ffa5f12 b411d9ab 37ba9532 

    6bc13064 6c98e8e3 7b5a29e5 fd2728fa 95a0d2b6 a8d501ea 7e39d4fe 2aa32a92 

    1346ddae ed7aaae6 7e208d9c 185006d6 84b2472e 30bd8fdd a551ee64 e66a61c2 

    242b4f32 1a8b51db 10350ff3 820a664e e5198da8 b2ca495c 181e1276 e44b2416 

    1811daa0 b15f6110 25d9c35e e4f0d3ee 2d96a8fd ef2764e6 20e8c632 9f57ab1b 

    b67a774c 863a4b4e db4dbf60 c490a4e2 919b71ff 0338fbce 7c646ed7 0a5f5146 

    42f2ff96 282db4fa c2ba40c1 02030100 01a38201 5c308201 58301206 03551d13 

    0101ff04 08300601 01ff0201 00304b06 03551d20 04443042 3040060a 60864801 

    86f84501 07153032 30300608 2b060105 05070201 16246874 7470733a 2f2f7777 

    772e7665 72697369 676e2e63 6f6d2f63 70732f74 65737463 612f300e 0603551d 

    0f0101ff 04040302 01063011 06096086 480186f8 42010104 04030201 06301d06 

    03551d0e 04160414 66228e81 e03159dd 2a7fab46 c5360206 7027875a 3081b206 

    03551d23 0481aa30 81a7a181 92a4818f 30818c31 0b300906 03550406 13025553 

    31173015 06035504 0a130e56 65726953 69676e2c 20496e63 2e313030 2e060355 

    040b1327 466f7220 54657374 20507572 706f7365 73204f6e 6c792e20 204e6f20 

    61737375 72616e63 65732e31 32303006 03550403 13295665 72695369 676e2054 

    7269616c 20536563 75726520 53657276 65722054 65737420 526f6f74 20434182 

    1020a897 aedb8202 dec136a0 4e26bd87 73300d06 092a8648 86f70d01 01050500 

    03818100 4b3e6ff2 cdff4a3c d1bd8da5 2aa7f6df 86113a22 f9d594b5 d75a1467 

    6300369d 87e1b8b0 e22b5fb0 6e6c9c30 e5c12466 887dc15b f494e841 330fda22 

    022f535e f448703e 6ad2607e 9f22bd7c 1d9a0733 a26a21d2 8885b300 97908eea 

    80f90f77 8cd7b0fa 97ae8f80 2176f18d 9ff28aff ed58bfad 70dfeee0 eae90530 045504d8

  quit

 certificate 4df43ccd6b3c855d9d624164f988c312

    30820551 30820439 a0030201 0202104d f43ccd6b 3c855d9d 624164f9 88c31230 

    0d06092a 864886f7 0d010105 05003081 cb310b30 09060355 04061302 55533117 

    30150603 55040a13 0e566572 69536967 6e2c2049 6e632e31 30302e06 0355040b 

    1327466f 72205465 73742050 7572706f 73657320 4f6e6c79 2e20204e 6f206173 

    73757261 6e636573 2e314230 40060355 040b1339 5465726d 73206f66 20757365 

    20617420 68747470 733a2f2f 7777772e 76657269 7369676e 2e636f6d 2f637073 

    2f746573 74636120 28632930 35312d30 2b060355 04031324 56657269 5369676e 

    20547269 616c2053 65637572 65205365 72766572 20546573 74204341 301e170d 

    30383034 31303030 30303030 5a170d30 38303432 34323335 3935395a 3081a531 

    0b300906 03550406 13025553 31163014 06035504 08130d57 65737420 56697267 

    696e6961 31133011 06035504 07140a48 756e7469 6e67746f 6e310d30 0b060355 

    040a1404 48494d47 310b3009 06035504 0b140249 53313a30 38060355 040b1431 

    5465726d 73206f66 20757365 20617420 7777772e 76657269 7369676e 2e636f6d 

    2f637073 2f746573 74636120 28632930 35311130 0f060355 04031408 68696d67 

    2d617361 30819f30 0d06092a 864886f7 0d010101 05000381 8d003081 89028181 

    00bead43 2dbcddb1 9fcd18b0 e38e125d 92c3086b ec178619 b75a8fad b6150a6d 

    148ae820 ad60befa dbd60d4e d3083884 3aec638b 71a9cc02 561cf3dc 542cc2b4 

    b24262cb aa53571d 0cf3f886 ea76e227 f6ebc609 11ce4070 243e4408 404293bd 

    31e4c3aa 5d2bcf2f 53bc889a 59ddf33e a58e2fb2 ade6f829 3c2864ba d4481eaa 

    97020301 0001a382 01d73082 01d33009 0603551d 13040230 00300b06 03551d0f 

    04040302 05a03043 0603551d 1f043c30 3a3038a0 36a03486 32687474 703a2f2f 

    53565253 65637572 652d6372 6c2e7665 72697369 676e2e63 6f6d2f53 56525472 

    69616c32 3030352e 63726c30 4a060355 1d200443 3041303f 060a6086 480186f8 

    45010715 3031302f 06082b06 01050507 02011623 68747470 733a2f2f 7777772e 

    76657269 7369676e 2e636f6d 2f637073 2f746573 74636130 1d060355 1d250416 

    30140608 2b060105 05070301 06082b06 01050507 0302301f 0603551d 23041830 

    16801466 228e81e0 3159dd2a 7fab46c5 36020670 27875a30 7806082b 06010505 

    07010104 6c306a30 2406082b 06010505 07300186 18687474 703a2f2f 6f637370 

    2e766572 69736967 6e2e636f 6d304206 082b0601 05050730 02863668 7474703a 

    2f2f5356 52536563 7572652d 6169612e 76657269 7369676e 2e636f6d 2f535652 

    54726961 6c323030 352d6169 612e6365 72306e06 082b0601 05050701 0c046230 

    60a15ea0 5c305a30 58305616 09696d61 67652f67 69663021 301f3007 06052b0e 

    03021a04 144b6bb9 2896060c bbd05238 9b29ac4b 078b2105 18302616 24687474 

    703a2f2f 6c6f676f 2e766572 69736967 6e2e636f 6d2f7673 6c6f676f 312e6769 

    66300d06 092a8648 86f70d01 01050500 03820101 007c6ea2 42fa9d88 df779fb2 

    9a8d7dad f06ea2b1 504cf537 ad947fa6 36127b77 37faad9c a6625ccc ee33bef2 

    833e8b84 f99c6934 60db3c6f 1e69c2cd bc4f55b1 e2e40fdd f0e9839f 9c319afe 

    c08468ec 73b48f9e 1496a2c8 02efefa2 8c977375 9ab0e445 927b43bd 424af74b 

    0f5a653f 25cff373 56054d0b ec164606 b0965da8 e389f8ea e675765c c6d62928 

    4b8be6c8 94032183 6b3428b7 1ed34073 f3d4c7d2 23d9bdc7 82da458c 5a9640d1 

    516d5966 0665f790 9d8fdf5a 9a86eeca 7a032c54 c12041ac 36fc4569 b9abb5fa 

    5efba745 0ec992ea f5b8397d c2193900 ac4c55e4 083f9970 d68be098 96670052 

    75bbaa74 64ce368c bd43864d c7247f49 3a380dc1 b8

  quit

crypto ca certificate chain Root_CA

 certificate ca 20a897aedb8202dec136a04e26bd8773

    30820298 30820201 021020a8 97aedb82 02dec136 a04e26bd 8773300d 06092a86 

    4886f70d 01010205 0030818c 310b3009 06035504 06130255 53311730 15060355 

    040a130e 56657269 5369676e 2c20496e 632e3130 302e0603 55040b13 27466f72 

    20546573 74205075 72706f73 6573204f 6e6c792e 20204e6f 20617373 7572616e 

    6365732e 31323030 06035504 03132956 65726953 69676e20 54726961 6c205365 

    63757265 20536572 76657220 54657374 20526f6f 74204341 301e170d 30353032 

    30393030 30303030 5a170d32 35303230 38323335 3935395a 30818c31 0b300906 

    03550406 13025553 31173015 06035504 0a130e56 65726953 69676e2c 20496e63 

    2e313030 2e060355 040b1327 466f7220 54657374 20507572 706f7365 73204f6e 

    6c792e20 204e6f20 61737375 72616e63 65732e31 32303006 03550403 13295665 

    72695369 676e2054 7269616c 20536563 75726520 53657276 65722054 65737420 

    526f6f74 20434130 819f300d 06092a86 4886f70d 01010105 0003818d 00308189 

    02818100 9f21f7c5 3b925699 1f97049f a09210a9 8659506c 4f01c868 c00056a1 

    aa0949fb 43d0b5d2 c10e2070 739f22f2 7920e332 ce4cd670 bf88003b 2820127f 

    fc87cf40 1d954fb5 2114a28f 01d317fd 9d612a13 4f13f618 29ad2f51 9ae22efe 

    cc30e8d3 ce95efe3 62140189 8fe0987b 2e3bb9ee 176b7de8 ff860e03 d3c62fce 

    e8a857bb 02030100 01300d06 092a8648 86f70d01 01020500 03818100 3aae38ee 

    b3f9103a 85125def 84b8604d b9f26ac9 0d6303ef c64fb482 b9d0c830 38b05fea 

    80af2716 59ef2e60 0e1770e6 7eea96e9 64abe33a 93633a70 98996c9f 8f0e9bfc 

    968ab2fc 1ae5917e d8add8f3 b14df1d2 07c56647 e3d9c769 36e14816 519ca88c 

    31b126d8 87777b63 09da8581 38ade0d2 b8dbd716 39c66b87 8ef178e2

  quit

crypto isakmp identity address 

crypto isakmp enable outside

crypto isakmp enable inside_vlan17

crypto isakmp policy 10

 authentication pre-share

 encryption aes-192

 hash sha

 group 2

 lifetime 86400

crypto isakmp policy 30

 authentication pre-share

 encryption 3des

 hash sha

 group 2

 lifetime 86400

crypto isakmp policy 50

 authentication pre-share

 encryption 3des

 hash md5

 group 2

 lifetime 86400

telnet timeout 5

ssh 198.183.217.0 255.255.255.0 outside

ssh 172.16.0.0 255.240.0.0 inside_vlan17

ssh 172.17.0.2 255.255.255.255 inside_vlan17

ssh timeout 5

console timeout 0

dhcpd address 192.168.40.100-192.168.40.254 inside_vlan40

dhcpd dns 216.12.23.231 216.12.0.14 interface inside_vlan40

dhcpd enable inside_vlan40

!

dhcpd address 10.0.47.100-10.0.47.254 inside_vlan47

dhcpd dns 216.12.23.231 216.12.0.14 interface inside_vlan47

dhcpd enable inside_vlan47

!

dhcpd address 192.168.1.2-192.168.1.254 management

dhcpd enable management

!

threat-detection basic-threat

threat-detection statistics access-list

ntp server 198.82.1.201 source outside prefer

ntp server 198.82.1.203 source outside

ntp server 198.82.1.202 source outside

ssl encryption rc4-sha1

ssl trust-point Test outside

webvpn

 enable outside

 enable inside_vlan17

 http-proxy 0.0.0.0 80

 https-proxy 0.0.0.0 443

 default-idle-timeout 300

 port-forward Connect.HIMG https 172.17.2.81 3389 Port Forward Connect.HIMG

group-policy SCOTTORTHO_Group_Policy internal

group-policy himgvpn internal

group-policy himgvpn attributes

 dns-server value 172.17.2.2 172.17.2.60

 vpn-tunnel-protocol IPSec l2tp-ipsec svc webvpn

 group-lock value himgvpn

 ipsec-udp enable

 default-domain value himg.local

group-policy WebVPN internal

group-policy WebVPN attributes

 vpn-idle-timeout 5

group-policy Physicians internal

group-policy Physicians attributes

 vpn-simultaneous-logins 3

 vpn-idle-timeout 5

 vpn-tunnel-protocol webvpn

 msie-proxy method no-modify

username tdanna01 password ngNSY1copt8wpvnc encrypted

username tdanna01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username mmorgan password lAVapHb5DcG9dcMu encrypted

username mmorgan attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username aabdel01 password ETQ7uuJDMAAZBtia encrypted

username aabdel01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username ttripl01 password zxproJX6QwDS0QGj encrypted

username ttripl01 attributes

 service-type remote-access

username sseber01 password bBfI9brkPNSjhrms encrypted

username sseber01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username jjusti01 password yOjr8QxxYpa5yD8s encrypted

username jjusti01 attributes

 service-type remote-access

username scoffm01 password YFXWDF7bNe80xSha encrypted

username scoffm01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username csmith2 password neXqlcnpjX8SvJio encrypted

username csmith2 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username aagahteh password SmC1jDj3k2EVSv5/ encrypted

username aagahteh attributes

 service-type remote-access

username sbcs password kYom3NkixkZhb2eC encrypted privilege 15

username creynold password R6MzXzslKmFLwlDu encrypted privilege 15

username creynold attributes

 webvpn

  customization value DfltCustomization

username dellixson password zcVUoebUtkA06uW0 encrypted

username dellixson attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username rchild01 password CncKkcxu57Ol80Uq encrypted

username rchild01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username jhughes password r4gGmtFMve8mDJKR encrypted

username jhughes attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username sadkins password cN6xk3QgrFYjrdWA encrypted

username sadkins attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username wdenni01 password 96ke364K7XNm7CuR encrypted

username wdenni01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username abir01 password H/G1oVUK.k7vXH3h encrypted

username abir01 attributes

 service-type remote-access

username dpatic01 password t/GLHkQehBVryozS encrypted

username dpatic01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username gcaric01 password SjmcvgKxKYCpS5qm encrypted

username gcaric01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username lharper password DoD6RbrBK73iWfWI encrypted

username lharper attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username swinters password oC.XRfVqaKewOm8. encrypted

username swinters attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username lhodges password TyppMuUuTu216kAL encrypted

username lhodges attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username mhylton password xs/Cd4MNIcxNNDBc encrypted

username mhylton attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username administrator password JszE.0HCD6GfkVkc encrypted privilege 15

username dburke password TRQaR/bGhV.755EA encrypted privilege 15

username dburke attributes

 webvpn

  customization value DfltCustomization

username rturne01 password jjEf0NOa5FwOQcwN encrypted

username rturne01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username drellan password dWzGmC/bcv5Ttr7E encrypted

username drellan attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username ctacke01 password pF2t4VShim9RyYKt encrypted

username ctacke01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username cturner password vCkRllevOkYh3zwN encrypted

username cturner attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username dchamber password dsObdjmourrNL41j encrypted

username dchamber attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username dsmith01 password NXGnYA1giJzo3NKd encrypted

username dsmith01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username jmorga01 password o6rTCnXoEMmPszmk encrypted

username jmorga01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username dsnave01 password je8cOoh.HQuyYyJs encrypted

username dsnave01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username skirwan password UAb9HxeITRYiv6/1 encrypted

username skirwan attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username jcornwell password gs3xWaF.BkL2VG3G encrypted

username jcornwell attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username jcuzzo01 password xvFtMEioD1agrBsV encrypted

username jcuzzo01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username dmorning password bvWCNhTcATjRCD.e encrypted

username dmorning attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username bharper password tCnaFx.Ks76m46M9 encrypted

username bharper attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username bheabe01 password zLJX7ND9BuKwfhoD encrypted

username bheabe01 attributes

 service-type remote-access

username rhaberman password OW2N7HktTI98OSdB encrypted

username rhaberman attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username glinsenm password Hk9EYJm.vFhjSii7 encrypted

username glinsenm attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username lgillisp password rwC6huvTTIaRAoPa encrypted

username lgillisp attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username amondlak password nq5p84br7XR8lKU/ encrypted

username amondlak attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username gkimme01 password 1S420iFSkfTv6FV. encrypted

username gkimme01 attributes

 service-type remote-access

username lashley password ebr4bnNkCuMn.rSo encrypted

username lashley attributes

 service-type remote-access

username ncantrell password 8YEollamubxkuQ19 encrypted privilege 15

username ncantrell attributes

 webvpn

  customization value DfltCustomization

username jthomp01 password ofQybkHaKWJvskd1 encrypted

username jthomp01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username tjohns02 password OP4C2KRFH0dqGkV4 encrypted

username tjohns02 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username jeasto01 password WPZ47iEelNZfkaJ7 encrypted

username jeasto01 attributes

 service-type remote-access

 webvpn

  customization value DfltCustomization

username slowe01 password wOyzdo21sM.vkZ90 encrypted

username slowe01 attributes

 service-type remote-access

tunnel-group 64.181.62.138 type ipsec-l2l

tunnel-group 64.181.62.138 general-attributes

 default-group-policy SCOTTORTHO_Group_Policy

tunnel-group 64.181.62.138 ipsec-attributes

 pre-shared-key *

tunnel-group SCOTT_VPN_CLIENTS type remote-access

tunnel-group SCOTT_VPN_CLIENTS general-attributes

 address-pool SCOTT_VPN_CLIENTS_POOL

tunnel-group himgvpn type remote-access

tunnel-group himgvpn general-attributes

 address-pool himgpool

 default-group-policy himgvpn

tunnel-group himgvpn ipsec-attributes

 pre-shared-key *

!

class-map inspection_default

 match default-inspection-traffic

class-map ips_class_map

 match access-list traffic_for_ips

!

!

policy-map type inspect dns migrated_dns_map_1

 parameters

  message-length maximum 768

policy-map global_policy

 class inspection_default

  inspect dns migrated_dns_map_1 

  inspect ftp 

  inspect h323 h225 

  inspect h323 ras 

  inspect netbios 

  inspect rsh 

  inspect rtsp 

  inspect skinny  

  inspect sqlnet 

  inspect sunrpc 

  inspect tftp 

  inspect sip  

  inspect xdmcp 

  inspect pptp 

  inspect ipsec-pass-thru 

 class ips_class_map

  ips inline fail-open

!

service-policy global_policy global

prompt hostname context 

Cryptochecksum:0378887d28584ae88ecc53d96e065cf0

: end

