!

interface GigabitEthernet0/0

 nameif outside

 security-level 0

 ip address 216.12.5.2 255.255.255.240 

 ospf cost 10

!

interface GigabitEthernet0/1

 no nameif

 no security-level

 no ip address

!

interface GigabitEthernet0/1.17

 vlan 17

 nameif inside_vlan17

 security-level 100

 ip address 172.17.0.2 255.255.0.0 

 ospf cost 10

!

interface GigabitEthernet0/1.40

 vlan 40

 nameif inside_vlan40

 security-level 5

 ip address 192.168.40.1 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/1.47

 vlan 47

 nameif inside_vlan47

 security-level 10

 ip address 10.0.47.1 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/1.49

 vlan 49

 nameif inside_vlan49

 security-level 5

 ip address 10.230.36.205 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/1.54

 vlan 54

 nameif inside_vlan54

 security-level 10

 ip address 10.0.54.1 255.255.255.248 

 ospf cost 10

!

interface GigabitEthernet0/2

 nameif dmz

 security-level 50

 ip address 192.168.99.1 255.255.255.0 

 ospf cost 10

!

interface GigabitEthernet0/3

 shutdown

 no nameif

 no security-level

 no ip address

!

interface Management0/0

 nameif management

 security-level 100

 ip address 192.168.1.1 255.255.255.0 

 ospf cost 10

 management-only

!

passwd c9/PBRk.A5M1ga1S encrypted

!

time-range StMarys

 periodic weekdays 5:50 to 6:10

!

boot system disk0:/asa803-k8.bin

boot config disk0:/asa_new052908.cfg

ftp mode passive

clock timezone EDT -5

clock summer-time EDT recurring

dns domain-lookup outside

dns domain-lookup inside_vlan17

dns domain-lookup inside_vlan40

dns domain-lookup inside_vlan47

dns domain-lookup inside_vlan49

dns domain-lookup dmz

dns domain-lookup management

dns server-group DefaultDNS

 name-server 172.17.2.2

 name-server 172.17.2.60

 domain-name himg.local

object-group service iEHR_Port_Group tcp

 port-object range 60000 60004

object-group icmp-type ICMP_Ports_Group

 description ICMP Types allowed into the ASA

 icmp-object echo-reply

 icmp-object unreachable

 icmp-object time-exceeded

 icmp-object source-quench

object-group network DM_INLINE_NETWORK_1

 network-object host MN-IS-MAIL

 network-object 172.16.7.0 255.255.255.248

 network-object host 172.16.108.120

access-list outside_in extended permit tcp any host 216.12.5.6 object-group iEHR_Port_Group 

access-list outside_in extended permit udp host Internet_Router any eq snmp 

access-list outside_in extended permit icmp any any object-group ICMP_Ports_Group 

access-list outside_in extended permit tcp any host 216.12.5.3 eq https 

access-list outside_in extended permit tcp any host 216.12.5.4 eq smtp 

access-list outside_in remark St. Marys will automatically print censes sheet daily. Port on daily schedule

access-list outside_in extended permit ip any host 216.12.5.7 time-range StMarys 

access-list outside_in extended permit ip any host 216.12.5.2 

access-list inside_out extended deny tcp any any eq 2967 

access-list inside_out extended permit icmp any any 

access-list inside_out extended deny ip any host 216.188.29.68 

access-list inside_out extended deny ip any host 66.11.113.85 

access-list inside_out extended permit tcp object-group DM_INLINE_NETWORK_1 any eq smtp 

access-list inside_out extended permit tcp any host 74.55.0.178 eq smtp 

access-list inside_out extended deny tcp any any eq smtp 

access-list inside_out extended permit ip any any 

access-list nonat extended permit ip any 172.16.0.0 255.240.0.0 

access-list nonat extended permit ip any 192.168.99.0 255.255.255.0 

access-list nonat extended permit ip 172.16.108.0 255.255.255.0 10.10.0.0 255.255.0.0 

access-list nonat extended permit ip 172.17.0.0 255.255.0.0 172.30.1.0 255.255.255.192 

access-list nonat extended permit ip any 172.30.1.0 255.255.255.128 

access-list nonat extended permit ip host 216.12.5.2 172.30.1.0 255.255.255.192 

access-list dmz_in extended permit icmp any any 

access-list dmz_in extended permit tcp host Barracuda host MN-IS-MAIL eq smtp 

access-list dmz_in extended permit tcp host Barracuda host 192.168.99.11 eq smtp 

access-list dmz_in extended deny ip any 172.16.0.0 255.240.0.0 

access-list dmz_in extended deny ip any 10.0.0.0 255.0.0.0 

access-list dmz_in extended deny ip any 192.168.0.0 255.255.0.0 

access-list dmz_in extended permit ip any any 

access-list traffic_for_ips extended permit ip any any 

access-list virus_capture_acl extended permit ip host 172.16.4.159 any 

access-list inside_vlan47_out_nat0_acl extended permit ip 10.0.47.0 255.255.255.0 200.123.123.0 255.255.255.0 

access-list inside_vlan47_out_nat0_acl extended permit ip 10.0.47.0 255.255.255.0 10.0.47.0 255.255.255.0 

access-list SCOTTORTHO_vpn_acl extended permit ip 10.0.47.0 255.255.255.0 200.123.123.0 255.255.255.0 

access-list ASAvpn standard permit 172.17.0.0 255.255.0.0 

access-list ASAvpn standard permit 172.30.1.0 255.255.255.192 

access-list ASAvpn standard permit 172.30.1.0 255.255.255.128 

access-list ASAvpn standard permit 172.16.108.0 255.255.255.0 

access-list ASAvpn standard permit 172.16.0.0 255.240.0.0 

access-list RESTRICT_SMTP extended permit tcp host MN-IS-MAIL any eq smtp 

access-list RESTRICT_SMTP remark Healthy Huntington Email

access-list RESTRICT_SMTP extended permit tcp any host 74.55.0.178 eq smtp 

access-list RESTRICT_SMTP remark IP Station 2

access-list RESTRICT_SMTP extended permit tcp host 172.17.2.18 any eq smtp 

access-list RESTRICT_SMTP remark IP Station 1

access-list RESTRICT_SMTP extended permit tcp host Ipstation any eq smtp 

access-list RESTRICT_SMTP extended deny tcp any any eq smtp 

access-list RESTRICT_SMTP extended permit ip any any 

access-list inside_vlan49_nat0_outbound extended permit ip 10.230.36.0 255.255.255.0 10.230.36.0 255.255.255.0 

access-list cloudtechACL remark Solomon Server

access-list cloudtechACL standard permit host 172.17.2.40 

access-list administrator webtype permit url http://connect.uhswv.com log informational interval 300

pager lines 24

logging enable

logging timestamp

logging buffered informational

logging trap warnings

logging asdm warnings

logging mail emergencies

logging from-address ASAalert@uhswv.com

logging recipient-address helpdesk@uhswv.com level emergencies

logging facility 16

logging host inside_vlan17 172.16.5.79

logging permit-hostdown

mtu outside 1500

mtu inside_vlan17 1500

mtu inside_vlan40 1500

mtu inside_vlan47 1500

mtu inside_vlan49 1500

mtu dmz 1500

mtu management 1500

mtu inside_vlan54 1500

ip local pool SCOTT_VPN_CLIENTS_POOL 10.0.47.200-10.0.47.210

ip local pool himgpool 172.30.1.129-172.30.1.150 mask 255.255.255.240

ip local pool cloudtech 172.30.1.97-172.30.1.102 mask 255.255.255.248

no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image disk0:/asdm-611.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside_vlan17) 0 access-list nonat

nat (inside_vlan17) 1 0.0.0.0 0.0.0.0

nat (inside_vlan40) 1 0.0.0.0 0.0.0.0

nat (inside_vlan47) 0 access-list inside_vlan47_out_nat0_acl

nat (inside_vlan47) 1 0.0.0.0 0.0.0.0

nat (inside_vlan49) 0 access-list inside_vlan49_nat0_outbound

nat (inside_vlan49) 1 0.0.0.0 0.0.0.0

nat (dmz) 0 access-list nonat

nat (dmz) 1 0.0.0.0 0.0.0.0

nat (inside_vlan54) 1 0.0.0.0 0.0.0.0

static (inside_vlan17,outside) tcp 216.12.5.3 https MN-IS-MAIL https netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60000 172.17.30.7 60000 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60001 172.17.30.7 60001 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60002 172.17.30.7 60002 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60003 172.17.30.7 60003 netmask 255.255.255.255 

static (inside_vlan17,outside) tcp 216.12.5.6 60004 172.17.30.7 60004 netmask 255.255.255.255 

static (dmz,outside) tcp 216.12.5.4 smtp Barracuda smtp netmask 255.255.255.255 

static (inside_vlan17,dmz) 192.168.99.11 MN-IS-MAIL netmask 255.255.255.255 

static (inside_vlan17,outside) 216.12.5.7 10.0.2.111 netmask 255.255.255.255 

access-group outside_in in interface outside per-user-override

access-group RESTRICT_SMTP in interface inside_vlan17

access-group dmz_in in interface dmz

route outside 0.0.0.0 0.0.0.0 Internet_Router 1

route inside_vlan17 10.0.2.0 255.255.255.0 172.31.0.17 1

route inside_vlan17 10.10.35.0 255.255.255.0 172.31.0.17 1

route inside_vlan17 10.16.1.0 255.255.255.0 172.31.0.17 1

route inside_vlan17 172.16.0.0 255.240.0.0 172.17.0.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

url-server (inside_vlan17) vendor websense host MN-IS-APPS1 timeout 30 protocol TCP version 4 connections 20

aaa authentication enable console LOCAL 

aaa authentication ssh console LOCAL 

filter https except 172.17.0.0 255.255.0.0 0.0.0.0 0.0.0.0 

filter url http 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow 

filter https 443 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow 

http server enable

http 172.17.0.2 255.255.255.255 inside_vlan17

http 192.168.1.0 255.255.255.0 management

http 192.168.99.0 255.255.255.0 dmz

http 172.16.0.0 255.240.0.0 inside_vlan17

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto map inside_vlan40_map interface inside_vlan40

crypto ca trustpoint Test

 enrollment terminal

 fqdn none

telnet 172.16.4.65 255.255.255.255 inside_vlan17

telnet timeout 5

ssh 198.183.217.0 255.255.255.0 outside

ssh 172.16.0.0 255.240.0.0 inside_vlan17

ssh 172.17.0.2 255.255.255.255 inside_vlan17

ssh timeout 5

console timeout 0

dhcpd address 192.168.40.100-192.168.40.254 inside_vlan40

dhcpd dns 216.12.23.231 216.12.0.14 interface inside_vlan40

dhcpd enable inside_vlan40

!

dhcpd address 10.0.47.100-10.0.47.254 inside_vlan47

dhcpd dns 216.12.23.231 216.12.0.14 interface inside_vlan47

dhcpd enable inside_vlan47

!

dhcpd address 192.168.1.2-192.168.1.254 management

dhcpd enable management

!

dhcpd address 10.0.54.2-10.0.54.6 inside_vlan54

dhcpd dns 216.12.23.231 216.12.0.14 interface inside_vlan54

dhcpd enable inside_vlan54

!

vpn load-balancing 

 interface lbprivate dmz

threat-detection basic-threat

threat-detection statistics

ntp server 198.82.1.201 source outside prefer

ntp server 198.82.1.203 source outside

ntp server 198.82.1.202 source outside

ssl encryption rc4-sha1

ssl trust-point Test outside

webvpn

 enable outside

 enable inside_vlan17

 enable inside_vlan40

 enable inside_vlan54

 http-proxy 0.0.0.0 80

 https-proxy 0.0.0.0 443

 default-idle-timeout 300

 svc image disk0:/anyconnect-win-2.3.0185-k9.pkg 1

 svc image disk0:/anyconnect-macosx-i386-2.3.0185-k9.pkg 2

 svc image disk0:/anyconnect-linux-2.3.0185-k9.pkg 3

 svc enable

 port-forward Connect.HIMG https 172.17.2.81 3389 Port Forward Connect.HIMG

group-policy SCOTTORTHO_Group_Policy internal

group-policy himgvpn internal

group-policy himgvpn attributes

 dns-server value 172.17.2.2 172.17.2.60

 vpn-tunnel-protocol IPSec l2tp-ipsec svc webvpn

 group-lock value himgvpn

 ipsec-udp enable

 split-tunnel-policy tunnelspecified

 split-tunnel-network-list value ASAvpn

 default-domain value himg.local

 msie-proxy method no-proxy

group-policy HIMG_Transcriptionists_ASA internal

group-policy HIMG_Transcriptionists_ASA attributes

 dns-server value 172.17.2.2 172.17.2.60

 vpn-idle-timeout 30

 vpn-tunnel-protocol IPSec l2tp-ipsec svc 

 split-tunnel-policy tunnelspecified

 split-tunnel-network-list value ASAvpn

 user-authentication-idle-timeout 30

 address-pools value himgpool

group-policy HIMG_InformationSystems_ASA internal

group-policy HIMG_InformationSystems_ASA attributes

 vpn-tunnel-protocol IPSec l2tp-ipsec svc webvpn

 split-tunnel-policy tunnelspecified

 split-tunnel-network-list value ASAvpn

 default-domain value himg.local

 address-pools value himgpool

 webvpn

  url-list value Connect.HIMG

  customization value InformationSystems

group-policy WebVPN internal

group-policy WebVPN attributes

 vpn-idle-timeout 5

group-policy Physicians internal

group-policy Physicians attributes

 vpn-simultaneous-logins 3

 vpn-idle-timeout 5

 vpn-tunnel-protocol svc webvpn

 split-tunnel-policy tunnelspecified

 split-tunnel-network-list value ASAvpn

 msie-proxy method no-modify

 address-pools value himgpool

group-policy cloudtech internal

group-policy cloudtech attributes

 dns-server value 172.17.2.2 172.17.2.60

 vpn-tunnel-protocol IPSec l2tp-ipsec svc webvpn

 split-tunnel-policy tunnelspecified

 split-tunnel-network-list value cloudtechACL

 address-pools value cloudtech

!

class-map inspection_default

 match default-inspection-traffic

class-map ips_class_map

 match access-list traffic_for_ips

!

!

policy-map type inspect dns migrated_dns_map_1

 parameters

  message-length maximum 768

policy-map global_policy

 class inspection_default

  inspect dns migrated_dns_map_1 

  inspect ftp 

  inspect h323 h225 

  inspect h323 ras 

  inspect netbios 

  inspect rsh 

  inspect rtsp 

  inspect skinny  

  inspect sqlnet 

  inspect sunrpc 

  inspect tftp 

  inspect sip  

  inspect xdmcp 

  inspect pptp 

  inspect ipsec-pass-thru 

 class ips_class_map

  ips inline fail-open

!

service-policy global_policy global

smtp-server 172.17.2.61

prompt hostname context 

Cryptochecksum:1289fdd2248a35de5820881e982aec1a

: end

